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Identity Theft Risks and Remedies in the
Age of Al

Abstract

Identity theft has shifted from “steal a name” to “make a claim believable long
enough to extract value.” Generative models change the cost of persuasion and
imitation across email, chat, voice, video, and document flows. That shift does
not replace older forms of fraud; it adds a new layer of speed, volume, and
consistency. A thief no longer needs a long-term impersonation. Many attacks
aim for a short window of verification success: pass onboarding, pass recovery,
approve a payment, add a payout route, or convince a support agent to make an
exception.

This paper reframes identity theft for the Al era as unauthorized control of
identity signals across channels. It then maps how modern attacks chain
together: gathering partial identity signals, turning them into workable
narratives, defeating checks through recovery abuse and social pressure, and
cashing out through payment rails and mule networks. The analysis treats
identity as a lifecycle—enrollment, sign-in, recovery, authorization, and
support—and shows how weak links often sit in exception paths rather than
main flows.
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On the remedy side, the paper presents a defense blueprint built on a simple
premise: perception is not proof. Voice, video, images, and polished writing are
treated as low-trust inputs unless bound to stronger guarantees. Technical
remedies center on public-key sign-in, device and session binding, recovery
redesign, proofing hardening that addresses replay and injection, and detection
that favors signals that are harder to fake at scale. Governance remedies
translate legal and regulatory pressure into operational requirements: traceable
decision logs, vendor oversight, incident reporting discipline, and dispute
procedures suited to a world where “proof” can be manufactured or denied.
Finally, the paper treats recovery and resilience as core security controls. It
details post-compromise containment that prevents cascade, safe re-issuance
that does not reuse compromised channels, and ecosystem coordination that
reduces repeat harm.

The core conclusion is practical: identity defense in the Al era is not won by
better “fake spotting.” It is won by binding high-impact actions to strong
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credentials, dependable devices, and constrained workflows; by designing
recovery that can restore rightful control even when email and phone are
hostile; and by building governance that can explain decisions, correct errors,
and limit harm.
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Introduction

Identity theft has always been an economic crime. It turns identity signals into
access, and access into money, services, or leverage. What has changed is the
unit of work. In earlier periods, much of identity theft depended on stealing
specific identifiers—names, numbers, account credentials—and then using them
in a direct impersonation. That pattern still exists. Yet it no longer captures the
main pressure facing institutions and citizens in 2026. The central problem is
not only that attackers obtain personally identifying information; it is that they
can now manufacture believability across the channels that organizations use to
decide who someone is.

Digital life relies on remote interaction. That reliance expanded before 2026 and
has since become ordinary. Accounts are opened without branch visits. Support
interactions happen through chat and call centers. Benefits are requested
through portals. Payments move quickly. Every one of those systems relies on
signals. Some signals are strong, such as possession of a private key stored on a
device. Many are weak, such as a voice that “sounds right,” a selfie that “looks
right,” a PDF that “seems official,” or an email that “reads like a colleague.”
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Generative models change the balance between strong and weak signals by
lowering the cost of producing credible artifacts. They reduce the effort required
to write convincing messages, to maintain long conversations, to tailor a pretext
to a target’s context, and to imitate a person’s voice and manner. They also
shorten the feedback loop. An attacker can iterate quickly when challenged,
adjusting tone, content, and supporting artifacts in real time. This matters
because modern defenses often assume attackers are limited by skill or time.
When that assumption fails, defenses designed for rare, artisanal fraud face
pressure from steady high-volume probing.

The practical consequence is that identity theft becomes less about a fixed
“identity” and more about a claim that must pass checks. The claim might be
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“this is the account owner,” “this is a new customer,” “this is an employee
updating payroll,” or “this is a vendor changing bank details.” Each claim is
evaluated by a sequence of controls: sign-in methods, risk checks, document
checks, support verification, and approval workflows. An attacker’s job is not to
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mimic a person forever; it is to assemble enough matching signals to win a
decision at the moment value can be extracted.

This paper uses that view to organize both threats and remedies.

Scope and terms

The paper treats identity theft broadly: unauthorized acquisition or control of
identity signals leading to fraud, access, or harm. It includes account takeover,
new-account fraud, synthetic identity schemes, payroll and vendor diversion,
and scams that use impersonation to induce actions by victims. The paper does
not treat identity theft as only a financial problem. Identity abuse can deny
access to wages, benefits, healthcare, and communications. In high-impact
contexts, the harm from lockout and delayed resolution can exceed direct theft.

Quick Cybersecurity Definitions
with Real Examples
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Unauthorized use or control An attacker takes control of | A new account is opened using
of someone's identity signals an existing account and blocks | stolen or fabricated identity
to gain access or value. ‘ the real owner. information.
Example: ’ Example: | Example:
A thief reroutes account ; A reset is triggered, thena new | A credit line is opened and spent
recovery and drains a wallet. | ' payee is added for transfers. quickly before detection.
\
«.s)) Synthetic Identity Al-Enabled Abuse
A fabricated persona built from real Generative tools are used to scale
and invented details to build trust over time convincing impersonation across channels.
Example: Example:
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| cashes out and disappears. pushes a payment approval.
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The paper focuses on remote settings because those settings are where Al-
enabled impersonation changes the cost structure most. It also focuses on the
links between domains. Email is not only a communication tool; it is a recovery
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root. A phone number is not only a contact endpoint; it is still used for resets. A
help desk is not only support; it is a gate that can override controls. A payment
system is not only settlement; it is where deception becomes loss.

A guiding premise

The defense program built in this paper begins with a premise: perception is
untrusted. A human face on a call, a familiar voice, a professional email, and a
clean document may all be present in a fraud attempt. These cues can still be
informative, but they cannot be treated as proof. That premise forces a shift
from “spot the fake” to “require binding.”

Binding means high-impact actions must be linked to evidence that does not
depend on appearance. Binding can include public-key sign-in, device and
session continuity signals, transaction-bound confirmations, and constrained
workflows that require approval through known channels. Binding also includes
audit records that allow disputes to be resolved with internal logs rather than
with screenshots.

This premise is not a call for maximum friction. Friction can exclude legitimate
users and push them into unsafe workarounds. A workable program matches
assurance to risk. It also treats recovery as part of the security design, not as a
separate customer service function.

Research questions and structure
The paper is organized around the identity lifecycle and the attacker workflow.

Chapter 1 reframes identity theft for the Al era as control of identity signals and
the ability to manufacture believability. It breaks identity into primitives—
identifiers, authenticators, attributes, and reputations—and shows how those
primitives move through an “identity supply chain,” from collection and reuse
to cash-out.

Chapter 2 maps Al-enabled attack workflows as kill chains. It shows how
reconnaissance becomes faster, how persuasion becomes cheaper, how cross-
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channel coherence becomes easier, and how attackers chain social pressure with
recovery abuse and session theft. It also identifies where defenders should
instrument systems and what to measure.

Chapter 3 presents technical remedies and trust infrastructure for 2026. It
focuses on stronger sign-in, hardened recovery, proofing designs that address
replay and injection, detection that favors harder-to-fake signals, provenance as
a supporting control, and organizational controls that reduce damage when
impersonation succeeds.

Chapter 4 addresses law, regulation, and governance. It treats regulation as a
control surface that changes attacker cost at cash-out and changes defender
obligations around traceability, fairness, and dispute handling. It proposes an
institutional governance stack that can meet audit demands while improving
day-to-day security outcomes.

Chapter 5 centers remedies, recovery, and societal resilience. It treats recovery
as a security control with measurable outcomes: time to safe state, time to
restore access, victim effort, and repeat harm. It also frames ecosystem
coordination as a resilience requirement because compromise is often cross-
domain.
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Method and stance

The paper uses a threat-modeling lens and a systems lens.

The threat-modeling lens breaks attacks into stages and asks what must be true
at each stage for harm to occur. It treats attacker capability as modular. A given
incident may combine data access, persuasion, support manipulation, and
payment routing abuse.

The systems lens treats identity as a chain of interacting components: sign-in,
device trust, recovery, onboarding, support, and payments. A weakness in one
component can negate strength in another. The lens also treats identity as a
social system. People respond to cues, urgency, and authority, and policies that
ignore human behavior often fail.

The stance throughout is practical. The goal is to set a baseline that holds under
cheap imitation. The paper argues that strong credentials and constrained
workflows can reduce the value of persuasion, that recovery must be redesigned
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to work when email and phone are hostile, and that governance must produce
audit-ready decisions without turning fraud defense into blanket exclusion.

Chapter 1: Identity Theft, Re-defined
for the AI Era

1.1 Identity theft is no longer “steal someone’s
name.” It is “manufacture believability.”

For much of the modern era of consumer finance and online services, identity
theft was treated as a direct crime with a direct input. A criminal obtained
personally identifying information - names, dates of birth, addresses,
government numbers, account numbers - and used that information to pose as a
victim. The playbook was familiar: open a credit line, drain a deposit account,
redirect a paycheck, file a fraudulent insurance claim, submit a tax return, or
take over an email address that could be used as a master key for other accounts.

That description remains accurate as far as it goes, and it still explains large
volumes of harm. It no longer captures the center of gravity of identity crime
when identity checks are carried out through digital channels, when verification
1s mediated through messages and media, and when attackers can produce
convincing artifacts quickly and in large quantities.

In 2026, the core unit of identity crime is better understood as a credible identity
story that survives checks long enough to extract value. The target is not a body,
a legal name, or a single account record. The target is the belief held by a

system or a human operator at a particular decision point: the belief that a claim
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about identity is true. The claim might be “this is the account owner,” “this is a
new customer,” “this is an employee asking to change payroll details,” “this is a
beneficiary seeking a payment,” or “this is a relative in urgent need.” The
attacker may want durable control of an identity, but often the objective is short-

lived success at a gate - passing onboarding, passing a recovery step, passing a
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step-up challenge, passing a call-center script, or passing an anti-fraud screen
long enough to move funds.

This shift can be captured as a change in the underlying definition.

The older framing treated identity theft as unauthorized use of another person’s
identity information. The newer framing treats identity theft as unauthorized
control of identity signals across channels to persuade systems and people that a
specific identity claim is true. The distinction matters because modern identity
systems do not rely on a single piece of information; they rely on bundles of
signals, and the signals are increasingly expressed through content. When
decisions depend on an email thread, a voice call, a photo of an ID, a selfie
video, a chat with a support agent, or a short clip sent over a messaging app, the
field of attack is no longer limited to data theft. It includes fabrication,
adaptation, and performance.

Generative models matter because they reduce the effort required to produce
persuasion artifacts. A fraud operation that once needed skilled writers,
language specialists, and time-consuming iteration can now produce credible
messages in many tones and languages, tailor them to specific industries, and
keep the output consistent across channels. That includes messages that match
an organization’s writing style, voice content that imitates cadence and
phrasing, document layouts that look like common payroll statements or
invoices, photos that resemble the expected “selfie” format, and chat histories
that supply context for customer support exceptions.

The result is a shift in the attacker’s operating goal. Long-term impersonation
still exists and remains destructive, but it is no longer the only meaningful
endpoint. Many attacks are designed around verification success: to pass a step,
to trigger a reset, to get a one-time code, to persuade a help desk, to convince a
family member, or to induce a payment. In that sense, identity theft becomes a
contest over signal truthfulness under conditions where imitation is cheap.

Two broad empirical trends motivate this reframing. First, fraud has become
tightly linked to online systems and social engineering. Many of the most
damaging incidents now blend technical access with persuasion: credential theft
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coupled with convincing follow-up, or a low-level compromise used to create a
plausible pretext for a call-center override. Second, the tools used to carry out
persuasion are more widely available. The ability to create plausible lures,
scripts, and artifacts has spread beyond specialized groups. Attack chains
increasingly include staged contact, staged verification, and staged proof.

Under this lens, identity theft in the Al era is less about a single act of stealing
and more about the repeated production and control of credibility. The attacker
crafts a story that a system will accept and then spends that acceptance quickly,
often before the victim, a bank, or an internal fraud team can respond.

This chapter uses the term “manufacture believability” to capture the underlying
logic. Identity crime works by building a package of signals that looks ordinary
to the decision-maker. Ordinary is enough. Many identity checks are designed
to screen out obvious anomalies, not to stand up to determined adversaries who
can generate a wide range of plausible inputs and try them repeatedly.

1.2 Identity as an asset and an attack surface

Modern identity sits where access control, financial risk, and compliance meet.
It functions as a key for entering systems and as a qualification for receiving
value. It is also a tool for meeting legal obligations such as customer
verification and recordkeeping. These functions give identity three properties
that make it unusually valuable to attackers.

First, identity unlocks accounts. A successful identity claim can open the door
to bank accounts, mobile wallets, email inboxes, payroll systems, government
portals, healthcare services, and enterprise networks. Identity is a gate; passing
it grants access to stored value, stored data, and stored authority.

Second, identity creates accounts. Identity is also the seed for new relationships.
Digital-first onboarding has expanded the range of services that can be opened
remotely, often within minutes. The same identity signals used for account
access are used to establish accounts that can later be used for theft, money
movement, or laundering.



. ®
’ Blockchain Trusted by 60,000+

Council Al Blockchain & Web3

www.blockchain-council.org Professionals Worldwide

Third, identity travels. The same signals are reused across domains. Phone
numbers and email addresses appear everywhere. Device fingerprints and
behavioral profiles follow users across sessions and services. Documents
uploaded to one provider can be reused to satisfy checks at another. A
compromise in one part of a person’s digital life can propagate across many
services, not because those services share a database, but because users and
organizations repeat the same verification patterns.

A useful analytical shift is to treat identity as a portfolio of assets and liabilities.

On the asset side, identity includes the ability to authenticate, the ability to
receive funds, the ability to obtain credit, the ability to pass customer
verification, and the ability to access services. These are practical rights in a
digital economy.

On the liability side, identity includes exposure created by breaches, leaked
credentials, public records, data-broker profiles, social media footprints, and
biometric collection. The exposure is rarely under a person’s control. A person
cannot easily undo a breach, revoke a published address, or reissue a face. Even
when a specific account can be recovered, the underlying signals remain in
circulation.

This framing clarifies why identity becomes both a target and an entry point. A
fraud group does not need perfect information. It needs enough signal coverage
to pass a series of checks. Many checks are probabilistic, and many systems
treat small inconsistencies as tolerable if the overall pattern looks ordinary.

Identity’s attack surface is both technical and social.

The technical surface includes authentication flows, account recovery paths,
onboarding forms, document upload pipelines, risk scoring systems, and
interfaces exposed to partners or third-party verification services. It also
includes the glue systems that tie identity to payments and communications:
notification settings, linked phone numbers, email addresses, devices, and
session tokens.
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The social surface includes help desks, call centers, branch interactions,
relationship-based trust, and the exceptions that staff are authorized to grant. It
includes ordinary human habits: wanting to be helpful, avoiding conflict,
trusting authority, and responding to urgency. It also includes coercive tactics
such as pressure and intimidation, and the exploitation of compassion in family
and workplace settings.

A key feature of the Al era is that identity checks are increasingly mediated
through content. Verification happens through an email thread, a call, a photo, a
short video, or a chat. Those are precisely the forms that generative models can
imitate with high quality. As more identity decisions are pushed into remote
channels and as more organizations rely on remote proofing, the set of attack
paths grows.

Telecom-linked controls provide a clear example. Phone numbers are used as
recovery factors and as delivery endpoints for one-time codes. If an attacker can
take control of a phone number through an unauthorized SIM change, the
attacker can intercept codes, trigger password resets, and receive alerts meant
for the user. The phone number becomes a pivot point that turns a telecom
verification failure into a bank takeover.

The same logic applies to email. Control of an inbox can allow password resets
for other services, interception of security notifications, and insertion of
convincing messages into existing threads. In workplaces, control of a single
mailbox can be used to reroute invoices or change payroll instructions.

As identity spreads across systems, a weakness in any one verification channel
can contaminate the entire portfolio. This is why identity theft is best treated as
a lifecycle problem, not as a single breach event.

1.3 Identity primitives: a composable model for
analysis
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Identity theft research benefits from a method that breaks identity into parts that
can be tested, attacked, and defended separately. Rather than treating identity as
a unified object, it is more accurate to treat it as a bundle of signals that systems
use to decide what to believe.

Those signals can be obtained, fabricated, replayed, or correlated. The same
signal can play different roles depending on context: a phone number can be a
contact detail, a recovery factor, a trust marker, and an input into risk scoring. A
selfie can be a biometric sample, a liveness test, and a way to compare against
an ID document.

A “primitive” in this chapter means a class of signal with a common attack and
defense profile. Four primitives structure the analysis: identifiers,
authenticators, attributes, and reputations.

1.3.1 Identifiers
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Identifiers are data points that point to a subject. Some are intended to be unique
within a system. Others are semi-unique, context-bound, or only meaningful
when combined.

Common identifiers include full legal name, date of birth, current and past
addresses, email address, phone number, government-issued numbers, customer
IDs, account numbers, and device identifiers where they exist.

Identifiers can be stolen, bought, scraped, inferred, or guessed. The broader data
ecosystem has made many identifiers easy to obtain. Data can leak through
breaches. Public records can be searched. Social media can be mined. Third-
party services can expose contact details. Even when a single dataset is
incomplete, multiple datasets can be combined.

In the Al era, identifiers change role in two important ways.

First, linkage becomes easier. When pieces of identity are scattered across many
sources, 1t takes work to assemble them into a usable dossier. Models that
summarize, extract, and correlate can reduce that work. Instead of manually
reading profiles, posts, and leaked records, an attacker can process more targets
and extract likely answers to verification questions.

Second, plausible gap-filling becomes easier. Traditional identity theft relied on
what was stolen. When information was missing, the attacker either failed or
resorted to guesswork. Generative systems can generate plausible missing
details that match a person’s context: likely employers, likely email formats,
plausible address history, plausible narrative explanations for anomalies, and
plausible supporting documents. The attacker may not need to be correct; the
attacker may need to be believable.

This is one reason identity theft becomes a contest over believability. Systems
often reward internal consistency more than ground truth. A made-up story that
fits the expected pattern can be more persuasive than a real story that includes
irregularities.

1.3.2 Authenticators
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Authenticators are mechanisms used to prove control of an account or credential
at the moment of access. They include passwords and PINs, one-time codes
delivered by SMS or applications, push approvals, hardware keys,
cryptographic credentials stored on devices, and biometrics.

The security of an authenticator depends on what it requires from the attacker.
Passwords and PINs are knowledge. Codes are knowledge plus temporary
possession of a channel. Hardware keys and device-bound credentials require
possession of a physical device, and they can be designed to resist phishing and
replay. Biometrics can be used locally (for device unlock) or remotely (for
identity checks), and their resistance depends on sensor design, liveness checks,
and protection against injection.

In the Al era, many authenticators face pressure because attackers can target the
channels and the human processes that sit around them. A one-time code is only
as safe as the phone number that receives it. If a phone number can be hijacked,
the code becomes an attacker asset. Recovery processes can undo strong
authentication if they rely on weak fallback checks. Push approvals can be
defeated by repeated prompts that wear down users, or by persuasive contact
that reframes a security prompt as a normal request.

Biometric checks, especially remote selfie checks, face a different pressure. The
check often relies on media: images and video. Synthetic media can be used to
attempt bypasses, and the defenses require more than simply asking for a selfie.
They require checks for liveness, checks for injection, and checks for
consistency across sessions.

At the same time, cryptographic, possession-based authentication has become
more prominent. Device-bound credentials that are resistant to phishing reduce
the attacker’s ability to reuse stolen secrets. When a login requires proof of
possession of a key that cannot be copied easily, the attacker must steal a
device, compromise a device, or steal a session after authentication. Those are
harder tasks than stealing a password.

This points to a central theme: as imitation becomes cheaper, defenses that rely
on what can be copied or repeated become weaker. Defenses that rely on
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possession of cryptographic secrets, held in hardware or protected software,
become relatively more attractive.

1.3.3 Attributes

Attributes are claims about a subject that are used for eligibility, risk, or
authorization. Unlike identifiers, attributes are not primarily used to point to the
subject; they are used to decide what the subject is allowed to do.

Examples include citizenship or residency status, ownership of a bank account,
employment status, income band, age eligibility, insurance coverage, device
trust posture, tenure of an account, transaction history, or a flag that a customer
has passed verification.

Attributes can be asserted by the user, derived from documents, verified through
third parties, or inferred by models. They are powerful because they gate high-
impact services: financial onboarding, payment limits, access to benefits, access
to healthcare, and administrative actions such as payroll changes.

The Al era affects attributes because many attributes are verified through
documents and media. When an onboarding process accepts a photo of an ID, a
pay stub, a bank statement, or a selfie video as evidence, the attacker has a
target: the artifact itself. A fraud operation can aim to generate documents that
pass the checks and match the expected patterns.

Attribute checks are often probabilistic. They look for normal formatting,
consistent fields, matching names, and plausible dates. If a system is designed to
reject crude forgeries but accept ordinary-looking evidence, then a high-quality
forgery becomes a workable input.

1.3.4 Reputations

Reputations are inferred trust signals built over time. They may not correspond
to legal identity, but they shape access decisions. Many systems treat reputation
as a proxy for risk: a long-lived device that has logged in safely many times is
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treated as less risky than a new device. A customer with steady activity is
treated as less risky than a brand-new account.

Reputation signals include credit scores and fraud scores, trust scores used by
platforms, device and network reputations, behavioral profiles such as typing
rhythm and navigation patterns, and relationship signals such as communication
history.

Reputation is attractive to defenders because it can be hard to fake quickly. It is
also attractive to attackers because it can be cultivated. This is central to
synthetic identity fraud. A synthetic persona can be kept alive long enough to
build a trail, and the trail becomes a weapon.

Reputation systems can also create false confidence. If a reputation score is built
on signals that can be manipulated - such as low-value transactions or staged
activity - an attacker can “grow” trust and then spend it in a high-value move.

1.4 The identity supply chain: from legitimate
collection to criminal reuse

Identity signals do not appear at the moment of theft. They are collected,
moved, combined, and reused through a supply chain that spans lawful, gray-
market, and criminal activity. The boundary between these spheres is porous
because data leaks and scraping can convert lawful collection into attacker
inputs.

The supply chain model is useful because it forces attention upstream and
midstream, not only to the moment of fraud. A bank may focus on login
defense, but if the upstream flow of phone-number reassignment or credential
leakage is not addressed, the bank will face repeating takeover attempts.
Likewise, a platform may improve onboarding checks, but if the market for
forged documents grows, the platform will see repeating probes.

1.4.1 Upstream sources of identity signals
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A comprehensive map of upstream sources can be grouped into several
categories.

One category is data brokers and advertising ecosystems that build profiles.
These systems gather data from apps, websites, purchases, and location signals.
They infer interests, habits, and associations. For identity crime, such data can
support knowledge-based checks, help select targets, and provide details for
convincing pretexts. A script that includes a person’s past address, employer, or
likely location is more persuasive than a generic script.

Another category is breaches and credential leaks. These provide raw inputs:
email addresses, passwords, phone numbers, addresses, and sometimes scanned
documents. Credential reuse turns one breach into many compromises. Even
when passwords are hashed, password reuse and weak password choices can
make leaked credentials usable.

A third category is open-source intelligence. Public records, social media,
professional profiles, court filings, press releases, and organization websites
supply context. They can reveal job roles, reporting lines, current projects,
travel schedules, and family information. In identity crime, context is fuel. It
allows a fraud message to sound ordinary. It allows an impostor to answer the
“small questions” that build trust.

A fourth category is biometric and image collection. Modern verification often
relies on facial images, selfie videos, and other biometric inputs. Large-scale
scraping of images creates a pool of faces that can be used to train synthesis or
to build matching datasets. Even without direct use for deepfakes, large image
pools allow better impersonation and better targeting.

A fifth category is relationship data: contact lists, social graphs, communication
histories, and shared group memberships. Relationship data is powerful because
it allows one identity to be used against another. It supports “relative in distress”
scams, executive impersonation, and targeted workplace fraud.

Across these categories, the upstream pattern is the same: identity crime thrives
on reusable signals that are already spread across systems. The more a person’s
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identity is fragmented into many traces, the more opportunities exist for an
attacker to gather enough fragments to build a credible story.

1.4.2 Midstream: enrichment, packaging, and markets

Raw data is often messy. It includes duplicates, outdated records, missing fields,
and unusable credentials. Midstream actors - criminal groups and service
providers - turn raw signals into usable products.

This enrichment includes cleaning and deduplicating lists, verifying that email
addresses and phone numbers still work, checking whether a credential still
grants access, and correlating multiple datasets to create fuller profiles. It can
also include scoring targets: identifying accounts likely to hold funds, users
likely to respond to messages, or organizations whose support processes are
easy to exploit.

A key feature of the identity crime economy is packaging. Instead of selling
isolated identifiers, markets sell complete identity bundles, verified accounts,
ready-to-use access, and the scripts needed to monetize them. The sale price
tends to rise with actionability: a working login is worth more than an email
address; a verified account is worth more than a new one; an account with
transaction history is worth more than a blank account.

This is the point at which generative models become operational tools. Once a
profile exists, text and voice can be produced to match it. A fraud group can
keep many personas alive and use them in repeated interactions. The criminal
market becomes less about one-off theft and more about service delivery.
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1.4.3 Downstream: where identity is spent

Downstream use is where identity signals are converted into money, goods,
services, or access. The main categories recur across sectors.

Account takeover operations use stolen credentials or sessions to gain control of
an existing account. These operations often include a chain: acquire access,
bypass additional checks, change recovery endpoints, and then extract value
through transfers, purchases, or data theft.

New-account fraud uses identity signals to open accounts that can be used as
staging points: mule accounts for money movement, credit lines for purchases,
or platform accounts for further scams.

Synthetic identity fraud blends real and invented signals to create a persona that
can be cultivated over time. It often includes a slow build of reputation and then
a sudden extraction.
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Benefit fraud targets portals that distribute payments at scale. The attacker’s
objective is to submit a claim under a plausible identity story and route
payments to attacker-controlled endpoints.

Healthcare misuse includes both financial theft and safety risks. It may involve
misuse of insurance, misuse of patient portals, or misuse of employment
credentials.

Payroll and invoice diversion exploit workplace trust. They rely on
impersonation and process gaps: a request to change direct deposit details, a
request to update vendor bank information, or a message that inserts new
payment instructions.

Downstream categories matter because they imply different chokepoints. The

defense that works for login is not the defense that works for onboarding. The
defense that works for onboarding is not the defense that works for call-center
overrides. The supply chain model forces attention to these differences.

1.5 Modern identity theft taxonomy

A modern taxonomy should group identity crimes by objective and by the
identity signals targeted. In the Al era, the most useful categories include
account takeover, new-account fraud, synthetic identity fraud, and credential
abuse within digital infrastructure.

1.5.1 Account takeover versus new-account fraud

Account takeover is unauthorized control of an existing account. The harm can
be direct theft, data extraction, or use of the account as a stepping stone to other
systems. The attacker may enter through phishing, malware, leaked credentials,
or credential stuffing. Once inside, the attacker often tries to lock out the
rightful user by changing recovery endpoints and adding new factors.

New-account fraud focuses on the point of entry into a service: the moment
when a system must decide whether a new customer is real and eligible. These
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attacks aim to pass identity proofing and risk screening. They may involve
stolen identity data, fabricated documents, or a mix.

These categories demand different defenses. Account takeover defense is
largely about access controls, anomaly detection, and hardened recovery. New-
account fraud defense is largely about proofing quality, document checks,
liveness checks, device signals, and model-based risk scoring.

1.5.2 Synthetic identity fraud

Synthetic identity fraud is especially important because it combines fabrication
with long-term cultivation. A synthetic identity can be built by mixing real and
invented data to create a persona that does not correspond to a single real
person. The persona can then be used to open accounts, build history, and obtain
higher access over time.

Synthetic identities are difficult to detect early because there is often no
immediate victim who notices. The identity may appear consistent across
multiple datasets if the attacker has anchored it with a real identifier element or
with a stable address. Over time, the persona’s activity can create the
appearance of normalcy.

Several subtypes help clarify how synthetic identities are built.

One subtype is the composite identity, assembled from attributes associated
with different real people. Another subtype is the anchor-and-invention identity,
where one strong real anchor is paired with many invented attributes. A third
subtype is a shell persona used mainly for money movement, where the primary
goal is to control accounts that can receive and forward funds.

The Al era matters here because it supports consistency. Synthetic identity fraud
requires a persona to behave consistently: names, dates, employers, documents,
and personal details must match across interactions. Models can generate
consistent backstories, consistent writing tone, and consistent explanations. That
lowers the effort required to maintain many synthetic personas.
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1.5.3 Credential abuse in public and private digital infrastructure

Credential abuse is broader than consumer account takeover. It includes stolen
credentials used to access enterprise tools, cloud services, and government
systems. It includes abuse of API keys, developer tokens, and leaked secrets. It
includes compromise of shared accounts that exist in operational workflows.

Credential abuse matters for identity theft because it can lead to high-impact
impersonation. Control of an internal mailbox can support payroll diversion.
Control of an enterprise single sign-on account can support access to customer
data. Control of a government portal account can support fraudulent claims.

In these settings, the attacker’s identity story is often directed at internal staff
and automated systems rather than at consumers. The attacker aims to appear as
a legitimate employee or service account.

1.5.4 High-impact targets and uneven harm

Not all identity failures are equal. Some targets produce outsized harm because
they sit at junction points between identity and money, identity and health, or
identity and authority.

Financial onboarding and payments are high-impact because they combine
remote verification with immediate ability to move funds. A successful

onboarding fraud attempt can create an account that is used quickly and then
discarded.

Telecom provisioning and SIM changes are high-impact because a phone
number is used as a recovery and alert channel for many services. A telecom
verification failure can cascade into bank and email takeovers.

Benefit portals are high-impact because they distribute funds at scale and often
serve people who may be less able to recover quickly from delays or errors.

Healthcare identity is high-impact because it can affect safety as well as
finances. Employment impersonation can place unqualified individuals in
sensitive roles; misuse of patient portals can expose medical information.
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Payroll processes are high-impact because they combine social trust with direct
money movement. A single successful direct deposit change can redirect
earnings before anyone notices.

This uneven harm pattern matters for research framing. A chapter that redefines
identity theft for the Al era must connect the technical mechanics to where harm

concentrates.

1.6 Threat economics in 2026: why Al changes
identity crime cost curves
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Identity crime has always been shaped by economics. Attackers choose tactics
that produce the best return for the time and risk involved. Defense choices are
also economic: organizations weigh fraud losses against user friction,
operational cost, and abandonment.
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Generative systems change this balance by shifting cost curves. The change is
not that fraud becomes new. The change is that certain parts of fraud become
cheaper, faster, and easier to repeat.

1.6.1 Labor substitution for fraud operations

Many identity crimes once required skilled human labor. Writing credible
phishing messages took practice. Running voice-based pretexts took training
and language ability. Creating believable documents took design and formatting
skill. Tailoring messages to a victim’s job, location, or language took research.

Generative systems reduce the labor required for many of these tasks. They can
produce plausible messages in a range of tones, adjust the language to match a
target’s region or workplace style, and generate variations to test what works.
They can generate call scripts that anticipate common questions and create
fallback explanations. They can generate documents that match common
layouts.

This shift changes the bottleneck. Content generation becomes less
constraining; data acquisition and monetization remain essential. The economic
impact is that a single group can run more attempts, refine tactics more quickly,
and operate across more targets.

1.6.2 Industrialized experimentation and the search for weak
links

When the cost per attempt drops, attackers can run many more experiments.
They can test many message variants. They can try multiple persona versions
against onboarding checks. They can vary writing style, urgency, and emotional
framing. They can try different document formats, image resolutions, and
metadata patterns. They can probe support processes through repeated contact.

This expands the attacker’s search space. Instead of relying on a single
approach, the attacker can explore many approaches and keep the ones that
work. Defense changes that once slowed attackers now trigger a new round of
experiments. The pace of adaptation rises.
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This is part of why identity theft becomes a contest over signal truthfulness. A
defender may attempt to raise the bar with a new check, but the attacker can try
many responses quickly until one passes.

1.6.3 Context-aware persuasion and higher conversion

Many identity theft events succeed because a message feels ordinary. A user
believes that a prompt is real. A support agent believes that a caller is
legitimate. A payroll clerk believes that a request matches a known pattern.

Generative systems can improve persuasion by producing language that fits
context. They can incorporate details from breaches, social media, or public
profiles. They can keep tone consistent across channels: short and casual in text
messages, formal in email, and confident in voice. They can generate plausible
explanations for anomalies.

This does not require perfect accuracy. It requires plausibility. When a message
includes the right details and the right tone, it can override a user’s caution or a
staff member’s skepticism.

1.6.4 Proof inflation and rising verification cost

A defining shift of the Al era is that proof becomes cheaper to fake while
verification becomes more expensive.

When attackers can create convincing media, organizations respond by adding
checks: more steps, more documents, more liveness tests, more support review,
and more internal controls. These steps impose cost. They can raise operational
load and they can reduce completion rates.

This creates a tension. Organizations want to reduce fraud, but they also need to
serve legitimate users. A strict process may reduce fraud but exclude or delay
legitimate customers, especially those with limited documentation or unstable
access to devices and phone numbers.
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This is also an ecosystem problem. If one firm raises friction, users may shift to
another provider with lower friction, even if that provider is less safe. The result
can be underinvestment in verification quality across the market.

1.6.5 Scale estimates and measurement limits

Cybercrime cost estimates often emphasize very large annual totals, and
complaint-based reporting shows substantial losses in recent years. These
figures are useful for signaling scale, but they must be treated carefully.
Measurement depends on reporting, and reporting depends on awareness,
shame, and the ability to attribute losses.

For identity theft research, the key point is not a single number. The key point is
that the cost is large, the distribution is uneven, and underreporting is common.
That implies that defensive design cannot rely solely on reported incidents; it
must also consider the structural incentives and the ease of repeated attempts.

1.7 Trust collapse as a systemic risk

As imitation becomes easier, the baseline ability to distinguish real from fake
can erode. That erosion has systemic effects. It affects how users respond to
legitimate contact. It affects how staff treat exceptional cases. It affects the cost
and friction of verification for everyone.

The term “trust collapse” in this chapter refers to a condition where ordinary
verification becomes unreliable or too expensive, leading to wider harm than
isolated fraud losses.

1.7.1 Credibility noise and the liar’s dividend

The spread of convincing fakes creates a second-order problem: the ability to
deny reality. If a forged clip can be made that looks real, then a real clip can be
dismissed as forged. This creates credibility noise. It becomes harder to settle
disputes. It becomes harder to hold actors accountable.
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In identity contexts, credibility noise shows up in several ways. Users become
suspicious of legitimate security messages and support calls, leading to
abandonment and delayed response to real threats. Support staff face more
callers who sound convincing and who can provide plausible details, leading to
more compromises. Organizations respond by raising friction, which can
exclude legitimate users and increase frustration.

The liar’s dividend also changes dispute resolution. If a user claims “that was
not me,” the institution must decide whether to believe the claim. If fakes are
common, the institution may demand stronger evidence from the user. The
burden shifts.

1.7.2 Verification asymmetry and parallel attack capacity

Attackers can operate in parallel. They can run many attempts across many
targets at once. Defenders often verify one user at a time and must handle edge
cases carefully. They must also avoid excessive false positives that harm
legitimate users.

This asymmetry becomes sharper when content generation is cheap. Attackers
can keep trying. They can move to a different channel. They can change the
persona and try again. They can direct effort toward the weakest link, which is
often a support process or an exception path.

1.7.3 Provenance and authenticity as partial responses

One response to credibility noise is content provenance: technical methods that
record origin and edits of digital content. Such systems can help when content
moves across systems and when institutions need to know whether a document,
image, or clip has been edited.

Provenance is not a complete answer for identity theft. Many identity decisions
still rely on private channels, live interactions, and local captures. An attacker
can still create content outside a provenance system. A user may not have the
tools to verify provenance. Still, provenance can reduce some forms of



. ®
’ Blockchain Trusted by 60,000+

Council Al Blockchain & Web3

www.blockchain-council.org Professionals Worldwide

deception, particularly when institutions can require signed content for certain
workflows.

1.7.4 Cryptographic possession as a more durable anchor

Another response is a shift away from proofs that can be copied and toward
proofs that require possession of a protected secret. Device-bound credentials
and phishing-resistant methods reduce reliance on shared secrets that can be
stolen or repeated.

This approach does not remove fraud. It changes the attacker’s required
capability. Instead of stealing a password or persuading a user to share a code,
the attacker must compromise a device, steal a session after authentication, or
abuse recovery. That narrows the range of cheap attacks.

Even here, recovery remains the weak point. Strong login methods are
undermined if recovery can be triggered with weak proof. A complete trust-
preserving approach must treat recovery as a first-class security surface.

1.8 Research framing: threat modeling approach
and core questions

A chapter that sets up a long research paper must do more than describe threats.
It must define a structure for analysis, a scope, and a set of questions that can be
answered with evidence and method.

1.8.1 Threat modeling lens

A practical threat modeling lens for identity theft in the Al era begins with
adversary goals.

One goal is direct theft: money, goods, services, or credit. Another goal is
access and persistence: durable control of accounts and recovery endpoints.
Another goal is fraud facilitation: creation of mule accounts and laundering
paths that enable other crimes. Another goal is data theft: acquisition of
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information for future fraud or extortion. Another goal is disruption:
undermining trust in institutions or targeting specific communities.

Capabilities should be treated as modular. In 2026, an identity fraud operation
may combine data acquisition, content generation, orchestration of scripts and
bots, social engineering through calls and chats, and transaction execution
through payment rails and mule networks. Not every operation has every
capability, but markets allow capabilities to be rented.

Constraints matter as much as capabilities. Attackers face cost and time limits in
acquiring strong anchors such as real identifiers and verified accounts. They
face risk of detection and legal exposure. They face friction and failure rates in
onboarding and recovery. They face operational limits in maintaining consistent
personas in live interactions. They often still depend on human operators for
high-value targets, even if many parts of the pipeline are mechanized.

Finally, a useful threat model maps choke points across the identity lifecycle:
enrollment and proofing, authentication, recovery, authorization for high-risk
actions, and communications and support.

1.8.2 Core questions in the Al era

The first core question is which identity signals remain hard to counterfeit when
imitation is cheap.

Signals that require possession of protected secrets, especially cryptographic
keys bound to devices, are expected to resist many remote impersonation
attempts. High-integrity device signals with anti-tamper properties may help.
Transaction history patterns that cannot be generated quickly may help. Multi-
channel confirmation using previously established trusted endpoints may help.
The research task is to define which signals remain dependable under pressure,
and under which assumptions.

The second core question is which interventions reduce fraud without excluding
legitimate users.
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Verification burdens fall unevenly. People with limited documents, unstable
addresses, or limited phone access can be excluded by strict processes. People
with disabilities may face challenges with certain biometric checks. People with
errors in authoritative records may face repeated rejections. An intervention that
reduces fraud but blocks legitimate access creates a different kind of harm.

The research task is to compare interventions that raise attacker cost while
keeping legitimate access possible. That includes risk-based step-up checks
triggered by unusual activity, hardened recovery that does not rely on easily
hijacked channels, onboarding checks that resist forged documents and
synthetic media, redesigned support scripts that reduce override risk, and sector
coordination that speeds containment when a phone number or email is
compromised.

The third core question is how generative systems change attacker decision-
making and defender return on investment.

This question treats fraud as an economic activity. It asks how much the
marginal cost per attempt declines, how conversion rates change when
persuasion improves, how quickly attackers adapt to policy changes, and what
level of friction minimizes harm while maintaining access.

The fourth core question is where identity theft creates ecosystem risk rather
than isolated losses.

Ecosystem risk appears when trust erosion forces higher friction for everyone,
reducing digital adoption and increasing exclusion. It appears when compromise
spreads through interconnected systems: email to bank to payroll, phone number
to account resets, workplace mailbox to vendor payments. The research task is
to identify the junction points where identity failures cascade and to test which
defenses reduce cascade risk.

1.8.3 Scope and operational definitions

A long research paper benefits from clear scope.
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Identity theft in this chapter means unauthorized acquisition or control of
identity signals leading to fraud, unauthorized access, or other harm.

Identity fraud means use of identity signals to obtain value or access
illegitimately, including fabricated and synthetic identities.

Synthetic identity fraud means creation and use of a persona that blends real and
invented attributes and does not map to a single real person.

Al-enabled identity abuse means identity abuse where generative models
materially reduce attacker effort or materially increase the attacker’s success
rate, including text, voice, image, and document synthesis.

These definitions set up the rest of the paper. They shift the research focus from
names and numbers to the integrity of signals, the economics of persuasion, and
the lifecycle design choices that determine whether identity checks hold when
imitation is cheap.

Chapter 2: AI-Enabled Identity Theft
Attacks and Their Kill Chains

Goal

This chapter maps how generative systems alter attacker workflows from early
recon through cash-out, and it specifies what defenders should measure at each
stage. The emphasis is operational. The objective is not to restate what identity
theft is, but to show how identity theft is carried out when persuasion artifacts
are cheap to produce, fast to revise, and easy to keep consistent across email,
text, voice, and video.

A kill chain lens is used because it forces a discipline that is often missing from
fraud discussions. Instead of treating each incident as a one-off, the kill chain
treats identity abuse as a sequence of linked steps. Each step has inputs, outputs,
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constraints, and observable traces. The defender’s task becomes practical:
identify the steps that can be slowed, broken, or made costly, and build
measurement that shows where the chain is currently holding and where it is

failing.
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The analysis avoids a narrow “phishing chapter” view. Al-enabled identity
abuse includes remote onboarding fraud, call-center takeover, payment
diversion, session hijack, and multi-channel scams that shift between consumer
and enterprise targets. The same story appears in each category: attackers use
partial signals and then manufacture enough credibility to pass a decision point.

A simple lifecycle organizes the rest of the chapter: acquire signals, perform
impersonation, clear checks, extract value, move proceeds, then reuse what still
works. The lifecycle is familiar; what changes is speed and throughput.

2.1 Why Al changes the identity-theft Kill chain
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Identity fraud has long been constrained by two bottlenecks. The first bottleneck
1s human effort. Even when stolen data is easy to obtain, turning that data into
believable contact and believable proof has required labor: writing messages
that sound plausible, running convincing phone pretexts, producing forged
documents that survive review, and managing people who receive and move
stolen funds. The second bottleneck is target-specific context. Many fraud
attempts fail because the attacker lacks small details that make an approach
sound ordinary: job roles, vendor names, internal phrasing, travel windows,
local time, and the social rhythm of a workplace.

Generative systems reduce both bottlenecks. The change is not that fraud
motives become new. The change is that partial identity signals can be turned
into a usable impersonation story far more quickly. A criminal group can
produce a large volume of decent-quality attempts, refine based on responses,
and keep the message flow coherent across several channels.

Three properties matter.

First, the content layer becomes cheap. Fraud operations can produce email
copy, text messages, support chat scripts, call scripts, follow-ups, and excuses
without the same reliance on skilled writers. This alters how fraud is staffed and
scaled. Instead of a small set of specialists who write templates and teach others
to reuse them, template creation and adaptation can happen per target, per
attempt, and per response.

Second, tailoring becomes routine. Information that once required time to
research can be turned into plausible pretexts quickly. Public breadcrumbs -
professional profiles, posts, company websites, vendor pages, job listings, press
quotes - can be converted into a story: who is likely to request what, which
project names sound right, which urgency cues are credible, and which forms of
contact are normal for a given role.

Third, channel mixing becomes easier. A modern identity attack rarely stays
inside one channel. Email is used to establish a paper trail, text is used for
urgency, voice is used for reassurance, and a help desk is used as a backdoor
when a control blocks the direct route. The hard part has been keeping the story
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consistent across those channels. Generative systems make that consistency
easier to maintain, including when several operators work on the same target
over time.

These shifts lead to a specific operational change: many attacks move from low-
quality mass spam toward high-throughput, semi-tailored attempts. The core
idea is not perfect customization; it is plausible customization. A fraud group
does not need every message to land. It needs enough messages to land to
justify the low marginal cost.

This has consequences for detection strategy.

Traditional user training has leaned heavily on surface cues. Users are told to
watch for spelling mistakes, odd phrasing, and generic greetings. Those cues
lose weight when generated content is fluent and can mirror a target’s language.
That does not mean training becomes irrelevant; it means training must focus on
process cues and decision cues. In workplaces, the important cues are sudden
secrecy, new payment instructions, unusual urgency, unusual channel switching,
and requests that bypass normal approval. In consumer contexts, the cues are
requests for codes, requests for device changes, requests to “confirm” a
transaction, and pressure to act while isolated.

Detection systems must also adapt. Many filters are tuned to identify repeated
templates. When attackers produce many variants that share meaning but not
exact wording, detection must rely more on metadata and behavior: who is
contacting whom, what action is being requested, how quickly a conversation
escalates, how unusual the recipient set is, and whether the request is tied to a
high-risk action.

A kill chain view makes this concrete. The chain begins with signal collection.
It moves through pretext building and initial contact. It then shifts into a phase
of interaction: the part where the attacker steers the target toward disclosure,
approval, or a process exception. It continues through the control boundary:
authentication, recovery, onboarding checks, or internal approvals. It ends with
extraction and movement.
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Across this chain, Al changes the pacing. Many steps become faster and easier
to repeat. Defenders must therefore measure not only whether a step is blocked,
but whether the chain is being forced to restart. When a chain restarts, attacker
cost rises. When a chain continues smoothly, attacker return rises.

2.2 Al-enabled social engineering

Social engineering is not a single tactic. It is a family of methods that exploit
trust relationships, human routines, and process gaps. In identity abuse, social
engineering often serves one of three functions: obtain new signals, persuade a
person to hand over control, or persuade an organization to grant an exception.

Generative systems affect each function by increasing the supply of plausible
communication.

2.2.1 Reconnaissance that produces usable social proof

Reconnaissance is the stage where raw traces are turned into a plan. Many
targets leave enough public material to support a believable approach: a job title
suggests which systems a person uses; a project announcement suggests which
vendors are involved; a post about travel suggests when a person is away; a
public org chart suggests who reports to whom.

In earlier eras, reconnaissance at scale required either large staffing or low-
quality assumptions. Fraud groups either targeted broadly with generic lures or
spent time on a smaller set of high-value targets. With faster analysis of public
material, a middle route becomes attractive. Targets can be selected and profiled
quickly enough to support plausible pretexts, even when the target set is large.

Reconnaissance in this context has a distinct output: a social proof package.

A social proof package is not “more data.” It is the subset of context that can be
used to answer small questions and to make a request sound like it belongs
inside an organization’s normal flow. The package may include the names of
relevant colleagues, the name of a vendor account manager, the rough timing of
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a recurring process (such as payroll runs or invoice cutoffs), and the language
cues that signal an insider (department names, ticket categories, template
subject lines).

This stage has visible traces. Public staff directories and biography pages can
show unusual access patterns: repeated viewing from a small set of networks,
rapid traversal through many profiles, and repeated access to contact pages.
Vendor pages and public procurement documents can show similar patterns. In
some cases, the trace is less direct: social media accounts receive a wave of
profile views, connection requests, or messages from newly created accounts.

A defensive measurement program should treat reconnaissance as a stage worth
instrumenting, even when the pages involved are public. Many organizations
log public site traffic only for marketing. Those logs can be repurposed for
security by adding simple features: request rate per source, graph traversal
patterns, user agent clustering, and correlation with later inbound contact to
staff.

Reconnaissance also leaves traces within internal systems when attackers have a
foothold. A compromised mailbox can be used to read invoice threads, copy
signature blocks, and observe approval routines. A compromised collaboration
account can be used to search for “wire instructions,” “bank details,” and
“password reset.” These searches can be logged and flagged.

The shift in the Al era is that this stage can be short and still productive.
Defenders should not assume that a serious attempt requires days of research.
The reconnaissance window can shrink to minutes and still yield enough
material for a credible pretext.

2.2.2 Tailored phishing that fits the target’s context

Phishing is the broad category of deceptive messages designed to trigger
disclosure or action. In identity abuse, phishing has three common goals: obtain
credentials, obtain one-time codes, or trigger an action that changes account
state (such as adding a new device, changing recovery endpoints, or approving a
payment).
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The most visible change in the Al era is not that phishing becomes clever in a
literary sense. It is that phishing becomes context-fitting. Messages can
reference internal terms, vendors, and workflows. They can mirror formatting
patterns that targets see daily: the look of a payroll notification, the phrasing of
an internal I'T message, the subject line patterns used by procurement, or the
tone used by an executive.

How Multi-Channel Scams Steer Identity Decisions

A Five-Step Conversation Storyboard
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The most operationally important change is iteration speed. When a target
challenges a message, the attacker can respond quickly with a plausible
explanation and additional context. In older patterns, a target’s skepticism often
ended the attempt because the attacker did not have a prepared reply. In newer
patterns, a conversation can continue. The attacker can adjust tone, provide
“supporting” material, and shift channels to regain momentum.

This changes what defenders should look for.

Content-based detection remains useful, but it must be paired with behavior-
based checks. Many successful incidents share behavior signals: a first-time
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request to change payment details, a message that introduces a new bank
account, a request to move communication off normal channels, a request for
secrecy, or a request that bypasses established review. Those signals can be
captured at the workflow level rather than the email level.

For example, in finance teams, the key indicator is not whether an email looks
plausible; it is whether the email requests a change that triggers a high-risk
action. A measurement program should tie inbound communication to
downstream events: was a beneficiary added soon after an inbound message, did
the request bypass normal approval, did the payment route change, did the
vendor’s bank information change, did the payment amount jump relative to
history.

Similarly, on consumer platforms, the key indicator is not whether a message
sounds fluent; it is whether it tries to collect codes or to push the user into a
reset. Systems can look for repeated requests for codes, repeated attempts to
trigger a password reset, and repeated attempts to change recovery endpoints.

2.2.3 Multi-turn chat scams and conversation steering

A growing share of identity abuse runs through multi-turn conversation rather
than one-shot messages. Conversations unfold over SMS, messaging apps,
social media direct messages, and in-app marketplaces. The interaction style
resembles customer service or relationship building: small talk, gradual trust
building, and then a request that triggers a sensitive step.

Multi-turn scams are effective because they exploit the way trust is built:
through repeated contact, consistent tone, and responsiveness. In a live
conversation, the target feels social pressure to respond. Questions can be asked
to harvest verification answers in a way that feels like normal conversation. The
attacker can test boundaries gradually.

Generative systems make this easier by supporting consistent persona
maintenance. The persona can keep a stable voice, stable style, and stable story
across many turns. The persona can also be handed off between operators
without losing continuity if summaries and suggested next replies are used.
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From a defensive angle, multi-turn scams should be treated as session risk rather
than content moderation alone. The key events are not only what is said; the key
events are how a conversation moves toward sensitive actions.

Several motion patterns are common.

One pattern is channel switching. The attacker begins on a platform where the

target feels safe and then pushes the target to a different channel that is easier to
abuse: “text this number,” “use this messaging app,” “reply from your personal
email,” or “join this call.” Channel switching is not inherently malicious, but it

is a strong feature when paired with requests for codes or account changes.

Another pattern is urgency plus isolation. The attacker creates a short time
window and discourages verification: “do not loop in others,” “this is
confidential,” “this must be done before a cutoff.” In consumer settings,
isolation may be emotional: “do not tell anyone,” “this is embarrassing,” “this is

an emergency.”

A third pattern is identity-question fishing. The attacker asks questions that
resemble friendly curiosity but map to verification prompts: “what is your old
address,” “what bank do you use,” “what carrier are you on,
first job,” “what school did you attend.”

99 ¢¢ 99 ¢¢

what was your

A fourth pattern is the move toward a “confirmation” step. The attacker asks for
a code, asks for a link click, asks for a screen share, or asks the target to approve
a prompt. The request is framed as safety: “this is to verify you,” *
fraud,” “this is to confirm the account.”

this is to stop

Platforms and enterprises can measure these patterns with conversation
metadata even without reading message content. Features such as link insertion,
rapid escalation, external contact sharing, repeated requests for codes, and high-
risk keyword classes can be monitored with privacy-aware methods. Where
content analysis is used, it should focus on action requests, not grammar.

2.2.4 Voice cloning and real-time impersonation
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Voice remains a high-confidence channel for many people. Hearing a familiar
voice triggers a strong belief that the speaker is real, especially when the voice
is paired with urgency and when the target expects the speaker to contact them.

Voice impersonation is particularly effective against two groups: consumers
who receive calls from “banks” or “family,” and workplace staff who receive
calls from “executives,” “IT,” or “vendors.” In both cases, the call is used to
shorten the verification loop. The attacker uses voice to bypass the skepticism
that people apply to text.

Voice impersonation is also useful as a second channel that reinforces a first
channel. An email may start a request, and a call may close it. A text may
trigger a reset, and a call may convince the target to read out a code.

From an attacker workflow view, the critical feature is timing. The attacker may
already have partial access: a leaked password, a hijacked session, or a pending
reset prompt. The call is used at the moment when the target is most likely to
comply: when the target is seeing a prompt and is uncertain.

This implies clear defense requirements.

Voice must be treated as untrusted unless paired with a strong verification
method that does not rely on voice alone. In consumer settings, that means using
known callback numbers and in-app messaging rather than phone numbers
provided by the caller. In enterprise settings, that means using internal approval
workflows and known channels, not voice assurances.

Measurement also matters. Voice abuse leaves traces in call-center logs, in
account event timing, and in device activity. If a user receives a call and then
approves a prompt within a minute, or if a password reset happens immediately
after a call, those correlations should be captured. Systems often record these
events separately. A joined timeline is needed.

2.3 Synthetic media attacks
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Synthetic media attacks use generated or altered images, video, or audio to
influence a decision. In identity abuse, synthetic media often appears at
moments where a human expects media to carry truth: a video call, a selfie
check, a document photo, or a voice call.

Unlike text-only deception, synthetic media aims to collapse doubt. It is used
when the attacker expects the target to hesitate. The presence of a face on screen
or a familiar voice can close that hesitation.

2.3.1 Video-call impersonation as a breach point

Video meetings have become normal in many workplaces. A meeting invitation
feels ordinary. Cameras and faces create social pressure. In a group setting,
people tend to follow cues from perceived authority. These conditions make
video impersonation a powerful tool when used as part of a broader plan.

The operational pattern is consistent.

First, the attacker builds a plausible reason for a meeting. The reason is usually
aligned with a normal workflow: a finance approval, a vendor issue, a legal
concern, a contract change, or an urgent operational disruption.

Second, the attacker creates social proof. The target sees familiar names in an
invitation or sees a familiar email thread. The attacker may use compromised
accounts or spoofed domains. The key is not perfect realism; it is enough
realism to overcome the first question: “is this normal?”

Third, the attacker uses the meeting to produce a high-trust moment. A face
appears. A voice sounds right. The target’s caution drops. The attacker then asks
for a high-risk action: a transfer, an approval, a credential reset, a new device
enrollment, or disclosure of internal information.

Fourth, the attacker presses for speed. A claim of deadline or consequence is
used to prevent verification.
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The lesson is straightforward: “being on a video call” cannot be treated as proof
of identity. Video presence is a presentation layer that can be manufactured.
High-risk actions need workflows that do not rely on perceived realism.

Organizations should therefore treat video meetings as a place where social
pressure can be weaponized. Defenses include mandatory secondary approval
for high-risk actions, delayed execution windows that allow verification, and
rules that require out-of-band confirmation using pre-established trusted
channels.

Measurement is also essential. Many firms lack telemetry that links meetings to
downstream transactions. Meeting invitations, chat logs, and conferencing
metadata sit in separate systems from payment systems. A joined analysis can
reveal patterns: unusual meeting creation by external accounts, rapid meeting
scheduling just before a payment change, meetings that include unusual
participant mixes, and meetings that are followed by unusual transactions.

2.3.2 Liveness bypass attempts and capture-pipeline abuse

Remote identity checks often rely on selfie capture, short video capture, and
liveness tests. These checks are designed to detect simple tricks such as
photographs held up to a camera. Attackers respond with more advanced
methods.
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Two Ways Attackers Bypass Remote Identity Checks

Presentation Tricks Versus Capture Injection
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Two broad classes of bypass exist.

One class is presentation. The attacker shows something to the sensor: a screen
playing a video, a printed image, a mask, or a composite. Presentation attempts
exploit weaknesses in liveness checks, such as weak motion requirements or
weak texture checks.

The other class is injection. Instead of presenting to a camera, the attacker feeds
manipulated input into the capture pipeline. Injection can occur through device
compromise, through emulators, through modified apps, or through man-in-the-
middle methods in the capture flow. Injection targets an assumption built into
many systems: that what is captured came from a real camera at that moment.

These methods create a practical requirement for defenders: liveness cannot be
treated as a single score. It must be treated as a system property that includes
capture integrity, device integrity, session integrity, and post-capture checks.

A practical defensive posture includes several components.
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Capture integrity checks attempt to confirm that media came from a real sensor
through a trusted app path. Device integrity checks look for rooted devices,
emulators, and tampered environments. Session integrity checks bind the
capture to a session and prevent replay. Post-capture checks look for artifacts
that signal manipulation.

None of these components is perfect alone. What matters is the joined effect.
Attackers choose the cheapest bypass. If a provider blocks only presentation
tricks but leaves injection paths open, the attacker will move. If the provider
blocks injection but leaves presentation open, the attacker will move. If both are
made harder, attackers will shift toward other stages of the chain.

Measurement again is central. A system that only records pass or fail does not
allow improvement. The system needs to record granular signals: device
environment flags, capture flow metadata, confidence distributions, repeated
attempts by device and network, similarity across captures, and timing patterns.
These signals support both detection and model training.

2.3.3 Executive impersonation and payment diversion reinforced
by media

Payment diversion in businesses often begins with email. The attacker
impersonates a vendor or an executive and asks for a bank account change, an
urgent payment, or a bypass of normal review. The introduction of synthetic
audio or video can raise the success rate by adding a second channel that feels
more convincing.

In many incidents, the payment diversion attempt includes a “verification” step
that is itself compromised. For example, a finance team may require voice
confirmation from a vendor. If the attacker can impersonate the vendor’s voice,
the confirmation step becomes a trap.

The defense implication is to treat verification steps as part of the attack surface.
A verification step that relies on a channel that can be spoofed is not a control; it
is a ritual. Controls must rely on strong binding to known endpoints and on
approval workflows that require independent confirmation.
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A practical policy is to require that any change in payout destination triggers a
delayed window and a verified callback to a known number that is already on
file, not the number in the request. Another policy is to require a second
person’s approval for bank detail changes, and to require that the second person
uses a separate channel to confirm.

Measurement should track bank detail changes as high-risk events, not as
routine admin updates. Events should be tagged and monitored: who initiated
the change, how the change was authenticated, whether the change happened
after recent unusual inbound contact, and whether the first payment after the
change is unusual in amount, timing, or destination.

2.4 Document and onboarding fraud

Remote onboarding is an identity decision made at distance. It often relies on a
mix of document photos, selfie capture, database checks, and risk scoring.
When onboarding occurs quickly and leads directly to payment capability, the
incentive to bypass onboarding is high.

Generative systems affect onboarding fraud by lowering the skill barrier for
producing plausible artifacts and by raising the attacker’s ability to keep many
artifacts consistent.

2.4.1 Al-assisted document forgery and plausibility editing

Document fraud rarely requires the creation of a completely fictional document
from scratch. Many fraud attempts rely on editing: changing a name on a
statement, changing an address on a bill, adjusting income on a pay stub, or
altering the account holder name on a bank letter. Editing 1s attractive because it
retains the “noise” and formatting that real documents have, which can pass
casual checks.

Generative tools support plausibility editing. Text and numbers can be altered
while keeping layout consistent. Visual artifacts that often appear in crude edits
- misaligned fonts, inconsistent spacing, or visible cut lines - can be reduced. If
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the document 1s reviewed by a human, the human may see a familiar format and
accept it.

Document fraud also depends on internal consistency across a set of artifacts. If
an onboarding process asks for proof of address and proof of income, the name
and address must match. If it asks for an ID and a selfie, the face must match. If
it checks the document’s data against a database, the data must be plausible.

Generative tools can help attackers create coherent sets of documents that match
a target story. This is not magic; real-world checks still block many attempts.
The point is that the cost per attempt drops and the quality floor rises.

Defenders should respond by treating document checks as an ecosystem rather
than as a single gate.

A document is not proof on its own; it is a signal that must be weighed against
other signals. The safest use of document checks is to combine them with
device binding, session binding, and risk scoring that looks at attempt patterns.
For example, a device that submits many documents for many identities over a
short period is suspicious regardless of document quality.

Measurement should capture document metadata and anomaly signals: repeated
templates, unusual compression patterns, unusual editing traces, inconsistencies
in fonts and spacing, and mismatches between claimed address and network
location. Similarity checks across prior submissions can catch reuse.

2.4.2 Onboarding weaknesses at the edges
Many onboarding failures occur at edges rather than at core checks.

One edge is reuse. An attacker may reuse the same selfie or the same document
across many attempts. If the system does not compare new submissions against
old submissions across accounts, reuse can go undetected.

Another edge is replay. Attackers may replay media in a way that passes surface
liveness checks. If session binding is weak, a capture can be reused.
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Another edge 1s cross-application blindness. Large firms may have multiple
products with separate onboarding systems. Attackers exploit this by spreading
attempts across products. Each product sees a small number of attempts and
does not see the broader pattern.

Another edge 1s weak binding between onboarding and later actions. A person
may pass onboarding, and then immediately change the phone number, email
address, and payout method. If those post-onboarding changes are treated as
routine, the onboarding pass becomes a stepping stone.

These edge weaknesses suggest a core principle: onboarding must be evaluated
end-to-end. A pass at onboarding is not the end of risk. It is the start of account
life. If a new account performs a sequence of high-risk actions rapidly, the
system should treat that sequence as a probable fraud chain.

Measurement should therefore include post-onboarding timelines: time from
onboarding pass to first payout change, time to first beneficiary addition, time to
first transfer, velocity of changes to contact endpoints, and the presence of rapid
channel changes.

A defense program should also include a controlled friction strategy. High-risk
actions can be slowed for newly created accounts without harming established
customers. For example, a new account can be allowed to receive funds but not
to withdraw to a new external account without a waiting period or extra
verification. This reduces the value of rapid onboarding fraud.

2.5 Credential and session compromise at scale

Credential theft and session theft remain central to identity abuse because
credentials and sessions are direct control points. Even when onboarding is
strong, an attacker who can take over an existing account can bypass
onboarding entirely.

Generative systems affect this stage by improving targeting and by improving
the attacker’s ability to handle friction during login and recovery.
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2.5.1 Credential stuffing, bots, and adaptive traffic

Credential stuffing uses leaked usernames and passwords to attempt login at
scale. Its success relies on password reuse. Even a low success rate can be
profitable when attempts are cheap.

Automation infrastructure supports stuffing through distributed requests, proxy
use, and response parsing. Historically, stuffing tools have been brittle: they fail
when a login form changes or when a site introduces a new step. Attackers often
needed manual tuning.

More capable automation can reduce that brittleness. When tooling can interpret
error messages, adjust pacing, and route attempts through different flows,
stuffing becomes more resilient. This does not require human-like reasoning; it
requires flexible parsing and control.

Defenders should treat stuffing as an identity defense problem, not only as a
web security problem.

Measurement should capture: login attempt volume, failure reasons, device and
network clustering, credential set reuse, and success-to-failure ratios by source.
It should also track the relationship between login attempts and later account
actions. A successful stuffed login followed immediately by password change
and payout change is a high-confidence event chain.

Controls include rate limiting, bot detection, password leak checks, and stronger
authentication methods. But measurement remains the foundation. Without
clear baselines, defenders cannot tell whether changes are improving outcomes.

2.5.2 Push fatigue and support-assisted takeover

Push-based approval prompts can be abused. Repeated prompts can pressure a
user to approve just to stop the interruption. When combined with a call or text
that frames the prompt as legitimate, the approval becomes likely.

Support channels add another route. If a user resists approving prompts,
attackers may try to persuade a support agent to reset factors or to remove a
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security control. The support agent is often trained to help customers regain
access. That mission can conflict with security when verification scripts are
weak.

Generative systems increase the risk by improving the quality of social
performance. A caller can sound calm, consistent, and familiar with the
organization’s language. The caller can answer common questions and provide
plausible explanations for discrepancies.

A serious defense posture treats support and recovery as primary targets.
Controls should minimize the number of ways a support agent can override
authentication. Where overrides are needed, they should require stronger proof
and supervisory approval.

Measurement should focus on the override surface: how often overrides occur,
which agents perform them, which categories are used, how overrides correlate
with later fraud, and whether particular scripts are associated with higher
compromise rates.

For push prompts, measurement should include: number of prompts per session,
prompt acceptance after multiple prompts, prompt acceptance after a call or
message, and acceptance from new devices. Systems should detect and block
repeated prompt spam.

2.5.3 SIM swaps as a control pivot

Phone numbers remain widely used for account recovery and code delivery.
Unauthorized changes of phone service can therefore serve as a pivot that
enables downstream takeovers.

The attacker workflow often includes a chain.

First, the attacker collects enough personal data to pass a telecom verification
script or to exploit a weak retail process. Second, the attacker moves the number
to a new SIM or ports it to a new carrier account. Third, the attacker uses the
number to receive codes, reset passwords, and intercept notifications.
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The defense problem is that telecom identity decisions sit outside the bank or
platform. A bank can enforce strong authentication for login but still allow
recovery through a phone number that can be hijacked.

Defenders should reduce reliance on phone numbers for high-risk recovery.
Where phone numbers remain in use, systems should detect sudden number
changes and treat them as high risk. A number change should trigger a period
during which high-risk actions require stronger proof.

Measurement should include number change events, frequency of number
changes, correlation between number changes and account takeovers, and
correlation between number changes and password resets. Even without direct
telecom signals, a platform can use indirect indicators: sudden loss of SMS
deliverability, sudden device changes paired with a reset, and sudden change of
contact endpoints.

2.5.4 Session hijacking and continuity attacks

Attackers do not always need a password. Session tokens and authorization
grants can provide access. If an attacker obtains a session token through
malware, a compromised browser extension, a phished consent screen, or a
compromised device, the attacker can act as a logged-in user.

Session hijack attacks are hard to detect when they mimic normal use. They are
also hard to reverse because the attacker may change account state quickly:
adding new devices, changing recovery endpoints, and generating new sessions.

The Al-enabled contribution at this stage is coordination. Keeping a victim
engaged while account changes occur can reduce the chance the victim notices
and stops the process. A victim may be on a call with a fake support agent while
the attacker performs changes. The agent can provide explanations for prompts
and delays.

Defenders need visibility into continuity: a timeline view of identity events, not
only isolated events.
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Measurement should capture sequences: new device enrollment followed by
recovery endpoint change followed by payout change; consent grant followed
by new session from a new network; session reuse across many accounts; rapid
token refresh after a reset. The goal is to detect chains that indicate takeover,
even if each single event looks plausible.

Controls include session binding to devices, detection of unusual session reuse,
step-up verification for sensitive actions, and rapid session invalidation when
recovery endpoints change.

2.6 Attack lifecycle and cash-out

Identity theft is profitable only when value can be extracted and moved. The
extraction phase and the movement phase shape attacker choices and defender
visibility. A defense program that focuses only on preventing takeover may
miss the chance to detect and stop cash-out.

2.6.1 A kill chain model for Al-enabled identity abuse

A practical model uses six stages.

The first stage is signal acquisition. Signals include names, contact details,
account hints, relationship context, and samples of writing or voice that can
support impersonation. Signals can be gathered from breaches, public sources,
compromised accounts, or prior scams.

The second stage is impersonation setup. The attacker builds a persona and a
story that fits the target’s environment. That story may be used to contact the
victim directly, to contact a support team, or to contact colleagues in a
workplace.

The third stage is control boundary crossing. The attacker seeks to clear a gate:
authentication, onboarding proofing, recovery, step-up prompts, or internal
approvals. This is where many defenses live, and it is where attackers invest in
persuasion.
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The fourth stage is extraction. The attacker uses access to extract value:
transfers, purchases, gift cards, payment redirection, loan origination, or account
data that can be sold.

The fifth stage is movement. Proceeds are moved through accounts controlled
by intermediaries, through layered transfers, or through conversion to
instruments that are harder to claw back.

The sixth stage is reuse. Artifacts that worked are reused: verified accounts,

trusted devices, aged identities, and payment routes that have not yet been
blocked.

This chain is not always linear. Some attacks loop. For example, a failed
onboarding attempt may lead back to document editing and retry. A blocked
transfer may lead to a new beneficiary addition and a different payout path.
Still, the chain view remains useful because it provides a set of points where
defenders can gather telemetry and apply controls.

A critical concept is continuity. Many modern attacks succeed not because a
single control is weak, but because the chain remains unbroken across several
steps. A control that forces a restart can be more valuable than a control that
blocks only some attempts while allowing others to proceed.

2.6.2 Cash-out routes and their implications for identity defense
Cash-out routes shape what defenders can detect.

Some routes produce strong traces. Bank transfers, card payments, and platform
payouts generate logs and can be correlated with identity events. Other routes
produce weak traces. Gift cards can be purchased and resold quickly. Crypto
transfers can move across many hops. Cash pickup can break the trail.

In consumer settings, common extraction methods include card-not-present
purchases, instant transfers to new recipients, withdrawals to newly linked
external accounts, and purchase of instruments that are hard to reverse. In
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enterprise settings, common extraction methods include invoice redirection,
payroll diversion, and vendor bank detail changes.

The key point is that identity and payment cannot be separated. A high-risk
identity event often exists in the same chain as a high-risk money movement
event. Measurement and controls should therefore join identity telemetry with
transaction telemetry.

For example, if a payout destination is changed and the first payout happens
within hours, the chain is suspicious. If an account is recovered and a new
beneficiary is added within minutes, the chain is suspicious. If a new device is
enrolled and a large withdrawal happens immediately, the chain is suspicious.

The same logic applies to enterprise payment. A vendor bank detail change
followed by a payment to a new destination should trigger a strong verification
path. The verification path must not depend on the inbound email; it must use
known endpoints.

2.6.3 Laundering and reuse as part of the identity problem

Moving proceeds is not separate from identity; it depends on identity. Mule
accounts require onboarding. Payment instruments require account access. The
ability to open and maintain accounts for movement is an identity capability.

Fraud groups therefore invest in sustaining accounts that can receive and move
funds. That includes accounts opened under stolen identities, accounts opened
under synthetic personas, and accounts opened by recruited intermediaries.

From a defense view, laundering creates graph signals. Funds move through a
limited set of routes. Beneficiaries repeat. Devices repeat. Networks repeat. The
same payout endpoints appear across many victims.

Measurement should build cross-account graphs: which payout destinations are
used by many accounts, which devices submit many identities, which networks
are associated with many recoveries, which external accounts receive many
first-time payments.
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Reuse is the last step because it feeds the next cycle. An account that has passed
checks becomes an asset. A phone number that is known to work becomes an
asset. A device that has been trusted becomes an asset.

Defenders should measure reuse explicitly. The question is not only “how many
attempts occurred,” but “how often does the same infrastructure show up
again.” If infrastructure reuse is high, blocking strategies can be effective by
targeting shared resources. If reuse is low, defenses must focus on stage friction
rather than on blocklists.

2.7 Measurement plan: where to instrument, what
telemetry to capture, and how to label outcomes

A kill chain model is only useful if it leads to measurement. Many organizations
collect security logs, fraud logs, and customer-service logs, but the data sits in
silos. A measurement plan must specify where to instrument and how to join
events into a timeline.

The goal is to answer four practical questions.

First, where does the chain most often begin: which channels and which signal
sources are feeding attacks.

Second, where does the chain most often succeed: which gates are being
cleared.

Third, where does value most often leave: which extraction routes dominate.

Fourth, how quickly does detection occur and how often can the chain be
interrupted.

2.7.1 Instrumentation points across the identity journey

Instrumentation must cover the high-leverage choke points.



. ®
’ Blockchain Trusted by 60,000+

Council Al Blockchain & Web3

www.blockchain-council.org Professionals Worldwide

One category is account creation and onboarding. Systems should record
document capture metadata, selfie capture metadata, liveness decision
components, device environment flags, and network context. They should also
record attempt counts by device and network and how many distinct identities
are attempted per device. A central risk signal is concentration: a small set of
devices and networks attempting many enrollments.

Another category is authentication. Systems should record login success and
failure patterns by device and network. They should record whether a device is
new, whether location is unusual relative to account history, and whether
automation indicators exist. They should also record step-up prompts and their
outcomes.

Another category is account recovery. Recovery is where many strong defenses
fail because it exists to restore access. Systems should record recovery initiation
channel, recovery method used, changes to contact endpoints, and any support
involvement. They should also record whether recovery is followed quickly by
high-risk actions.

Another category is high-risk actions. High-risk actions differ by sector but
share a common feature: they change money movement or control. Examples
include adding payout destinations, changing beneficiary details, changing
vendor bank details, changing payroll routing, creating new payees, changing
account ownership details, and changing security settings. Each high-risk action
should be treated as a monitored event, not as a routine update.

Another category is post-transaction signals. Rapid fund movement, unusual
withdrawal routes, disputes, chargebacks, and complaint timing provide
feedback that helps label events and improve controls. The key is speed. If post-
transaction signals are only examined weeks later, the window for intervention
1s missed.

The measurement plan should therefore include near-real-time telemetry and
delayed outcome telemetry, with a link between them.
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2.7.2 Telemetry categories that remain useful when content can be
forged

When content can be manufactured, surface cues lose reliability. Telemetry
should therefore prioritize signals that are hard to fake at scale.

One category is device integrity and binding. Signals that indicate a device is
genuine and running an untampered environment can raise the attacker’s cost.
Where supported, hardware-backed keys and device attestation can be used to
bind sessions to devices.

A second category is interaction behavior. Even when messages are fluent, the
way a session unfolds can differ. Bots often have different timing, different
navigation paths, and different patterns of mistakes. Human-driven fraud
sessions can also show anomalies such as rapid changes to settings immediately
after login.

A third category is network and infrastructure signals. Proxy use, automation
clusters, sudden spikes from particular networks, and velocity across IP and
device graphs provide evidence of scaled operations.

A fourth category is identity proofing metadata. Document authenticity checks,
template anomalies, and confidence distributions from media analysis can
provide early warnings. A key point is to store distributions, not only pass/fail
flags. Distributions allow later analysis when a new fraud pattern is found.

A fifth category is workflow integrity signals. Manual overrides, policy
exceptions, unusual help-desk ticket patterns, and callback completion rates
reflect where human processes may be exploited.

A measurement program should also capture cross-channel linkages. For
example, a user who receives an inbound call and then changes a payout
destination should be treated differently from a user who changes a payout
destination without any recent contact. Capturing these linkages requires joining
communications telemetry with account telemetry.
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2.7.3 Building ground truth without relying on a single label
source

Labeling is a weak point in many fraud programs. If labels rely only on
chargebacks, they reflect only certain fraud types and they arrive late. If labels
rely only on analyst decisions, they can reflect bias and inconsistent standards.
If labels rely only on customer complaints, they reflect awareness and
willingness to report.

A more stable approach uses layered labels.

One layer is confirmed fraud: cases supported by clear evidence, such as
account owner reports corroborated by telemetry, or legal reports tied to account
events.

A second layer is operational outcomes: accounts closed for fraud, funds
reversed, beneficiaries removed, or recovery events triggered after compromise.

A third layer is model and analyst decisions with audit trails. Decisions should
be recorded with reasons and with the features that drove the decision. This
supports later review.

A fourth layer is clean-window negatives. Accounts that show stable behavior
over an extended window without disputes or anomalies can be treated as likely
legitimate. This provides negative examples for model training.

The key is to avoid confusing “no report” with “no fraud.” A measurement
program should track underreporting proxies and should treat certain event
chains as high probability even when no complaint exists.

2.7.4 Metrics that tie security to user impact

Identity controls can reduce fraud and also create harm through false blocks and
delays. A mature measurement plan therefore tracks both security outcomes and
user outcomes.
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Security metrics should include attempt volume by attack category, conversion
rates at each stage of the chain, time to detect, time to contain, loss per
successful event, and infrastructure reuse rates. Conversion rates are particularly
valuable. If the conversion rate rises in one stage, defenses should be aimed
there.

User impact metrics should include false block rates, time to onboard, time to
recover access, manual review queue times, abandonment during step-up
checks, and support burden. These metrics should be segmented. A single
average can hide harm concentrated in certain user groups.

A combined harm metric can also be useful: total fraud loss plus the cost of
friction and support. While the cost of friction is harder to quantify, proxies
exist: abandoned onboarding flows, increased call-center volume, and repeated
recovery attempts.

2.7.5 Stage-by-stage defender measurement and intervention map

A kill chain approach becomes actionable when each stage has both
measurement and intervention.

During signal acquisition and reconnaissance, defenders can monitor public-site
access patterns, internal directory lookups, unusual searches in mailboxes and
document stores, and external contact attempts to staff. Interventions include
throttling suspicious scraping, reducing exposure of unnecessary staff details,
and adding friction to automated traversal.

During initial contact, defenders can monitor inbound email and message
patterns tied to high-risk requests, domain spoofing indicators, and channel
switching cues. Interventions include strong email authentication controls, link
rewriting and analysis, and policies that require out-of-band confirmation for
sensitive requests.

During interaction and persuasion, defenders can monitor conversation
escalation patterns, repeated requests for codes, and correlation between
communications and account events. Interventions include user-facing warnings
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during sensitive events, friction when unusual prompts occur, and internal
guidance for staff who receive unusual requests.

During boundary crossing (login, recovery, onboarding), defenders can monitor
device changes, network anomalies, repeated failed attempts, and override
usage. Interventions include stronger authentication methods, hardened
recovery, device binding, and supervisory review for overrides.

During extraction and movement, defenders can monitor payout changes,
beneficiary additions, unusual transfer patterns, rapid movement after account
changes, and reuse of payout destinations. Interventions include delayed
execution for first-time transfers, extra checks for new beneficiaries, and
transaction monitoring that is joined with identity telemetry.

During laundering and reuse, defenders can build graphs across accounts to spot
shared infrastructure and shared endpoints. Interventions include blocking
shared endpoints, freezing suspect routes, and sharing signals across products
inside an organization.

The core aim is not perfect prevention at a single point. The aim is to break
continuity. When continuity is broken often and early, attacks become
expensive and less frequent.

2.7.6 Practical data architecture for kill chain measurement
A measurement program requires a data architecture that can express timelines.

Events should be normalized into a common schema: who (account identifier,
user identifier), what (event type), when (timestamp), where (device, network,
location), and how (authentication method, channel, confidence measures).
Each event should include a risk context object that stores model outputs and
rule outputs.

The system should support two types of queries.

One type is real-time risk queries: when a user attempts a high-risk action, the
system must retrieve recent signals quickly.
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The other type is retrospective chain analysis: after a fraud event, the system
must reconstruct the chain, identify which signals were present, and identify
where detection failed.

This architecture is not only for model building. It supports governance and
audit. When an account is frozen or when a payment is delayed, the
organization should be able to explain why.

2.7.7 Testing programs and red-team methods for identity kill
chains

Measurement improves when systems are tested against realistic chains.

Testing should include controlled simulations of multi-channel scams: email
plus text plus voice, onboarding attempts with repeated documents, recovery
attempts with support involvement, and payment diversion attempts that mimic
vendor workflows.

A red-team program can be structured around chain objectives. For example, the
red team’s goal may be to change a payout destination and extract funds without
triggering a manual review. The test then measures which signals fired and
which did not.

Testing should also include abuse of exception paths. Many security programs
test the main login flow but not the recovery flow, and they test the official
support process but not the side channels such as chat, social media, or retail
interactions.

A mature program treats exception paths as central targets.

2.7.8 Designing for resilience: making recovery safe without
making users stuck

Recovery is the hardest design space because it must work for legitimate users
under stress. A person who has lost a phone, forgotten a password, or changed
an email needs a path back into the account. Attackers target that path.
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Resilient recovery uses layered methods. It avoids single weak factors. It binds
recovery to established devices when possible. It uses waiting periods and step-
up checks when contact endpoints change. It uses human review for unusual
cases, but it ensures the human review has strong scripts and limited override
power.

Measurement should track recovery friction and recovery compromise rates. If
recovery is made too strict, legitimate users are locked out. If it is too loose,
attackers will use it.

The design objective is to reduce recovery compromise while keeping recovery
completion possible. That objective requires continuous measurement and
adjustment.

2.7.9 Summary: what changes and what must be measured

Generative systems change identity abuse by reducing the cost of credibility.
They allow attackers to produce plausible communication, maintain consistent
personas across channels, and iterate quickly when challenged.

A kill chain approach turns this into operational work. Each stage has inputs and
outputs. Each stage leaves traces. Defenders must instrument the stages, join the
traces into timelines, and measure conversion rates.

The measure of success is not simply fewer alerts or more blocked attempts.
The measure is broken continuity: attackers forced to restart, forced to switch to
more expensive tactics, and forced to spend more time per dollar stolen. When
continuity is broken repeatedly, the economics of identity crime worsen for
attackers.

Chapter 3: Technical Remedies and
Trust Infrastructure for 2026
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Goal

This chapter sets a defensive baseline for 2026: seeing and hearing are not
proof. Voice, video, images, and polished writing are treated as low-trust inputs
unless they are bound to stronger guarantees. The practical response is not to
ask humans to “spot the fake.” The response is to redesign identity as an
engineering system that can answer concrete questions about who took an
action, from what device, under what conditions, and under what policy.

Remedies are organized into five layers that can be deployed independently but
work best when joined:

1. stronger sign-in that does not hand attackers reusable secrets;

2. hardened identity proofing and verification, including media capture and
device integrity;

3. fraud detection and response using machine learning, with governance
that limits harm;

4. provenance and content authenticity as a supporting control;

5. organizational controls that limit damage when impersonation succeeds.
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Defense Blueprint For Identity In The Al Era
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The emphasis is practical. For each layer, the chapter describes design choices,
failure modes, and measurement. It also describes how a defense program can
be staged so that upgrades do not strand legitimate users.

3.1 Design premise for 2026: treat perception as
untrusted

Legacy identity systems borrowed confidence from human senses. A familiar
voice on the phone, a face on a video call, a document that “looked official,”
and an email that sounded professional were taken as informal evidence. Those
cues were never perfect, but they worked often enough when creating
convincing artifacts required skill, time, and access.

That assumption no longer holds. The cost of producing plausible artifacts has
dropped, and the speed of revision has risen. A fraud attempt can evolve during
the interaction itself. A target who raises doubts does not necessarily end the



. ®
’ Blockchain Trusted by 60,000+

Council Al Blockchain & Web3

www.blockchain-council.org Professionals Worldwide

attempt; the attacker can adjust and continue. As a result, perception becomes a
weak signal: a useful clue in some cases, but not a gate.

The defensive strategy shifts to binding.

Binding means an identity system can support high-impact decisions with
evidence that does not depend on how something looks or sounds. Binding is a
set of engineering properties that make identity claims harder to counterfeit and
easier to dispute. A mature binding design can answer at least five questions
with auditable detail:

e Who performed an action, in terms of an account or credential under
policy.

e From which device, and whether the device environment showed signs of
tampering.

e Under which level of sign-in assurance and which step-up checks were
completed.
What evidence was captured for later dispute handling.
Which approvals and limits applied at the time.

This premise changes the role of humans in identity.

Humans still matter, but not as detectors of authenticity based on style. Humans
matter as designers of workflows, reviewers of edge cases, and stewards of
exception paths. A strong program assumes that an impersonation attempt will
occasionally pass surface checks, then limits what can happen next.

The premise also changes what “trust” means.

Trust is not a feeling about a message. Trust is the ability to attach an action to a
credential and a device, with a record of checks that were completed. Trust is
also the ability to apply policy consistently: new beneficiaries face waiting
periods, high-value transfers require second approval, recovery changes trigger
extra scrutiny, and override actions are logged and reviewed.

The result is a defensive blueprint that treats identity as an infrastructure layer.
That infrastructure produces structured signals that business systems can rely
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on. When the infrastructure is weak, fraud becomes a business process problem,;
every team builds ad hoc checks, and the weakest workflow becomes the attack
route.

3.2 Stronger sign-in that does not hand attackers
reusable secrets

3.2.1 Why sign-in changes in 2026

Sign-in sits near the beginning of many fraud chains, but it is not the only entry
point. Recovery flows and support flows can undo a strong sign-in method.
Still, upgrading sign-in matters for three reasons.

First, many attack chains begin with stolen secrets. When sign-in depends on a
secret that can be typed into a fake page and reused, attackers can scale attempts
cheaply.

Second, the easiest attacks are the ones that work without device compromise. If
a password and a code are enough, the attacker can win by persuasion alone.

Third, user behavior and system design create a long tail of weak sign-in.
People reuse passwords. They approve prompts without full attention. They
respond to urgent requests. These habits do not disappear because a training
slide says so.

The practical goal of stronger sign-in is to remove the attacker’s favorite
artifact: a reusable credential that can be collected and replayed.

3.2.2 Public-key credentials as the default

The most direct way to remove reusable secrets is to shift from shared secrets to
public-key credentials.

A public-key sign-in method relies on a private key held on a user device and a
public key registered with a service. The private key does not need to be typed,
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copied, or shared. A phishing page can ask for a password, but it cannot extract
the private key from a secure store in a straightforward way. This changes
attacker economics. Instead of stealing text, the attacker must steal a session,
compromise a device, or abuse recovery.

Public-key sign-in can be implemented through platform credentials stored on
phones and computers, and through external security keys. The choice between
platform credentials and external keys is not only technical; it reflects user
patterns.

e Platform credentials reduce friction because users already carry the
device. They also allow sign-in through built-in biometric or PIN checks.

e External keys suit privileged access and high-value roles because they
introduce a separate possession factor that is harder to copy.

A 2026 program should treat public-key sign-in as the baseline for accounts that
control money movement, account recovery, support override rights, and
administrative access. Consumer programs should still aim for broad adoption,
but they must offer paths that do not assume every user has modern hardware.

3.2.3 Device-bound vs synced credentials: choosing the failure
mode

Public-key credentials can be device-bound or synced.

Device-bound credentials stay on one device. They are harder to move, which
limits abuse if a cloud account is compromised. The trade-off is account
recovery. Losing the device can become a lockout event unless a second device
or a strong recovery method exists.

Synced credentials are copied across a user’s devices through the user’s device
ecosystem account. They improve usability and device replacement. The trade-
off is concentration risk: compromise of the ecosystem account may expose
sign-in capability across many services.

A 2026 design choice is therefore a choice of failure mode.
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e For high-risk enterprise access, device-bound or external keys reduce
concentration risk and fit well with managed devices.

e For consumer access, synced credentials can be acceptable if paired with
strong ecosystem account protection and careful recovery design.

The correct choice is rarely “only one.” Many environments will use a tiered
approach: device-bound or external keys for privileged roles and sensitive
actions, and synced credentials for general consumer use.

3.2.4 Step-up checks should be tied to risk and to action

A common mistake is to apply the same friction to every session. That approach
harms legitimate users and does not always block attackers, who simply shift to
the weakest path.

A better design uses step-up checks that trigger when risk rises or when an
action has high consequences.

Risk-Based Step-Up For Identity Actions
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Risk can rise for many reasons: a new device, a change in network pattern, an
unusual location, unusual velocity of attempts, a mismatch in device posture, or
support involvement. Consequence rises for actions such as adding a payout
destination, changing contact endpoints, changing a password, exporting data,
or creating new admin roles.

A step-up design should therefore include a ladder of checks matched to risk.

At low risk, a user signs in with a public-key credential. At moderate risk, the
user may need an extra confirmation on a known device or a second factor that
is not easily phished. At high risk, the system may require a second approval or
a verified callback through a known channel. At very high risk, the system may
require supervised recovery.

The point is to move the cost toward suspicious contexts while keeping
everyday use tolerable.

Step-up should also be explicit about the action being approved.

If a user is approving a transfer or a new beneficiary, the prompt should show
the details being approved. Many fraud events succeed because a prompt is
abstract: “approve sign-in.” A transaction-bound prompt that shows amount and
destination changes the chance that a user notices abuse.

3.2.5 Sessions, tokens, and the overlooked middle

Public-key sign-in reduces credential theft but does not end takeover. Attackers
can steal sessions. They can compromise browsers, steal cookies, and abuse
OAuth grants. They can also use a compromised device that already holds a
valid credential.

A modern sign-in program therefore treats session management as part of
identity, not as a separate web security concern.

Three practices matter.
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First, sessions should be bound to device signals. A token that moves between
devices or networks in ways that do not fit the account’s pattern should face
friction.

Second, sensitive actions should require recent authentication. A long-lived
session should not allow payout changes without a fresh step.

Third, session revocation must be fast and wide. When recovery endpoints
change or when an account is flagged, existing sessions should be revoked.
Slow revocation leaves a window for abuse.

Session design also affects dispute handling. A system that stores only “login
success” cannot explain later how a takeover happened. Recording token
issuance events, device context, and step-up outcomes supports investigations.

3.2.6 Recovery hardening is part of sign-in, not an afterthought

Recovery is a predictable target because it exists to bypass normal sign-in.
Many systems defend the front door and then leave a weak side door through
password resets, customer support overrides, and phone number changes.

A 2026 blueprint treats recovery as a privileged action. That implies four design
rules.

First, weak knowledge-based questions should not be used as the main proof for
high-impact recovery. Many answers can be found or guessed, and they often
encourage users to pick answers that are easy to remember and therefore easy to
predict.

Second, recovery should be anchored in previously established devices and
channels. If a user has a known device, it should be used as a confirmation tool.

Third, high-risk recovery events should trigger waiting periods for downstream
actions. When a password is reset or a phone number is changed, a system can
allow sign-in but delay new payouts or new beneficiaries.
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Fourth, support overrides should have strong controls: limited staff rights,
supervisory review for rare actions, and strong logging.

Recovery hardening must also include user experience planning. A system that
offers no usable recovery path will push users to insecure workarounds. The
goal is not to make recovery impossible. The goal is to make attacker-led
recovery expensive and measurable.

3.2.7 Migration strategy: move without breaking access

Moving from passwords and SMS codes to public-key sign-in cannot be a
single cutover for most environments. The transition must accommodate old
devices, accessibility needs, and users who rarely log in.

A staged plan has several steps.

First, introduce public-key sign-in as an option, and make enrollment easy after
a successful login. Many users will adopt if prompted at the right moment.

Second, make public-key sign-in the default on known devices, while keeping
legacy methods as limited fallbacks.

Third, reduce what legacy methods can do. For example, allow password
sign-in but require step-up for payout changes.

Fourth, redesign recovery so that it does not fall back to weak proof.

Fifth, use measurement to manage rollout. Track adoption, failure rates, user
support load, and changes in takeover rates.

A migration plan should treat support teams as part of the program. Support
scripts must be updated to handle device replacement and to avoid giving
attackers a stronger route than legitimate users.

3.3 Identity proofing and verification hardening
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Strong sign-in proves control of an account credential. Proofing answers a
different question: whether an account corresponds to a real person at a chosen
confidence level. Proofing matters most at onboarding, at major account
changes, and when services must meet regulatory identity checks.

Proofing is also an area where perception has been overused. A document that
looks real and a selfie that looks like the document photo have been treated as
enough. In 2026, that approach is fragile.

A hardened proofing design uses layered checks, binds evidence to sessions and
devices, and includes safe fallbacks for edge cases.

3.3.1 Evidence quality and the four pillars of proofing integrity

A practical proofing framework can be built around four pillars: evidence
strength, validation depth, binding quality, and process integrity.

Four Pillars Of Proofing Integrity
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Evidence strength describes the starting quality of what is presented.
Authoritative records and issued documents generally carry more weight than
self-asserted claims.

Validation depth describes the checks applied to evidence. A shallow check
verifies that a document contains expected fields. A deeper check verifies the
issuing authority format, checks for tampering, and checks internal consistency.

Binding quality describes whether the evidence is linked to the applicant rather
than merely uploaded. Binding can include liveness checks, device signals, and
continuity across sessions.

Process integrity describes whether the workflow can be manipulated. A
workflow that can be fed synthetic media through injection is weak even if its
face match scores look good.

These pillars are useful because they can be measured and improved. They also
allow a tiered design: lower-risk accounts can accept lower depth, while high-
risk flows require stronger pillars.

3.3.2 Document checks: from “looks right” to structured
validation

Document checks often fail in predictable ways.

They rely on templates that can be copied. They rely on human reviewers who
see familiar layouts and accept them. They rely on automated checks that are
tuned to detect crude forgeries but not careful edits.

A stronger program treats document validation as structured analysis rather than
visual judgment.

Structured validation includes field coherence checks: dates that match issuing
patterns, address formats that match jurisdiction rules, and checks across fields
that catch impossible combinations. It includes barcode and machine-readable
zone checks where present. It includes checks that a document’s metadata and
compression behavior fit typical capture paths.
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It also includes one of the most effective controls: reuse detection.

Many fraud attempts reuse documents across multiple accounts. If a system can
compare new submissions against prior submissions, it can catch reuse even
when each single submission looks fine.

Reuse detection requires safe storage of derived fingerprints rather than storing
full documents forever. A defense program can store privacy-aware hashes or
feature vectors that allow similarity detection without retaining unnecessary
personal data.

Another practical control is capture-time constraints. Many fraud submissions
come from unusual environments: emulators, rooted devices, tampered apps. If
capture is allowed only through a controlled app flow with device checks,
document fraud becomes harder.

3.3.3 Media capture and the problem of injection

Many proofing systems assume that a selfie video came from a camera at that
moment. That assumption is unsafe.

Attackers can attempt injection: feeding crafted media directly into the capture
pipeline rather than showing it to a camera. This can bypass many liveness tests
because the sensor is never involved.

Defending against injection requires more than better face matching.

It requires app integrity controls, device environment checks, and capture
pipeline validation. It may include attestation signals from the device platform.
It includes binding the capture to a session so that replay is detected. It includes
monitoring for patterns such as many capture attempts from a small set of
devices.

A proofing design should also assume that some attacks will reach human
review. Reviewers should therefore have tooling that shows capture context:
device flags, attempt history, similarity matches to prior submissions, and
timing patterns.
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3.3.4 Liveness and presentation attacks: what liveness can and
cannot do

Liveness checks aim to verify that a real person is present. Many checks rely on
motion prompts, texture analysis, light reflection, or challenge-response.

Liveness 1s useful but limited.

Presentation attacks can sometimes pass liveness when an attacker uses high-
quality displays or masks. Injection attacks can skip the camera entirely. Some
liveness checks also fail legitimate users under certain lighting conditions or
accessibility constraints.

A hardened approach treats liveness as one input among several. The system
uses liveness confidence as a feature, not as the sole gate. It combines it with
device integrity, session binding, reuse detection, and cross-account pattern
analysis.

A serious program also tests liveness systems against a range of attacks. Testing
should not be limited to a vendor’s demo set. It should include local threat
scenarios and be refreshed as attacker methods change.

3.3.5 Binding proofing to later account life

Many onboarding systems treat proofing as a one-time event. Once an account
is “verified,” the system allows broad actions. That is a mistake.

Fraud chains often use proofing as a stepping stone. An attacker passes
proofing, then immediately changes payout details, changes contact endpoints,
and extracts value.

A 2026 blueprint binds proofing to account life through staged privileges.

Newly proofed accounts can be allowed to receive funds and perform low-risk
actions. High-risk actions such as large withdrawals, new external payout
destinations, and rapid beneficiary changes can be delayed or require additional
checks for a period.
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This staged privilege model reduces the return on fast onboarding fraud. It also
gives defenders time to detect patterns such as reused devices and shared payout
endpoints.

3.3.6 Continuous verification for changing risk

Identity is not static. People change phones, move addresses, and travel.
Attackers also change behavior.

Continuous verification does not mean constant re-checking of identity
documents. It means using account signals over time to detect when risk shifts
and when extra checks are needed.

Signals can include device continuity, typical network patterns, transaction
history, and support interactions. When an account suddenly deviates, the
system can ask for stronger proof.

Continuous verification also helps address a common fairness problem. A
system that relies on a single proofing event may lock out users when their
documents do not fit a narrow model. A system that allows trust to be earned
through consistent behavior can reduce unnecessary blocks.

3.3.7 Supervised fallbacks for edge cases

Remote proofing will always face edge cases: users without modern devices,
users whose documents do not fit template libraries, users with accessibility
constraints, users flagged by risk systems who are legitimate, and users affected
by data errors.

The remedy is not to lower the bar for everyone. The remedy is to provide a
supervised path.

A supervised path can be in-person in some settings, or a remote session with
trained staff using controlled tools. The supervised path can collect additional
evidence and can use stronger checks under controlled conditions. It should
produce a clear audit record.
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Supervised fallback also supports inclusion. It offers a way for legitimate users
to resolve errors without turning the main flow into a weak point.

3.4 Fraud detection and response using machine
learning, with governance
Fraud detection is the layer that catches what the gates miss. It is also where

harms can be introduced at scale through false blocks, biased decisions, and
opaque systems that users cannot contest.

Detection Signals That Hold Up When Content Can Be Faked

Prefer Signals That Are Hard To Forge At Scale

Easy To Fake Harder To Fake

,‘ Polished text Eo Real device, untampered
u‘ Looks and sounds real ?_o Session matches history
m Easy to manufacture ¢ Shared proxies, velocity

n Overrides and unusual paths
e

Content Can Persuade. Systems Must Verify.

All Rights Reserved by the Blockchain Council

A 2026 blueprint treats fraud detection as a high-impact decision system. That
means detection models must be paired with governance: testing, monitoring,
review paths, and clear policy boundaries.

3.4.1 Model families and why no single model is enough
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Fraud abuse presents as a shifting mix of methods, and attackers respond to
changes in defenses. A single model class rarely holds.

Several model families play different roles.

Anomaly detection looks for deviations from a user’s history or from expected
patterns for an account type. It is useful for account takeover and for unusual
post-onboarding behavior.

Supervised classification models learn patterns from labeled examples such as
confirmed takeover events, confirmed onboarding fraud, and confirmed
payment diversion cases. They can be effective when labeling is strong, but they
can degrade when attackers change tactics.

Graph-based detection treats fraud as a network problem. Many attack chains
reuse devices, networks, phone numbers, or payout endpoints. Graph models
can detect clusters and shared infrastructure.

Behavioral interaction models look at how sessions unfold: navigation timing,
keystroke patterns, and device interaction signals. These models can help
separate bots from people and can detect scripted flows.

Rules and policy gates still matter. There are actions that should always be
delayed or require extra approval, regardless of model score.

A mature system uses several model families plus rules. It also uses a clear
action policy: what happens at different risk levels.

3.4.2 The rise of “defense AI” and the boundary problem

Generative tools can be used in defense, but their role must be bounded.

Using a language model to summarize a support ticket or to extract structured
details from a report can help staff. Using a language model to decide whether
to block a user without review introduces risk.

Two boundary rules help.
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First, generative tools can assist with analysis and triage but should not be the
final gate for high-impact denials without an appeal path.

Second, any system that ingests user-supplied text must assume prompt
injection and malicious inputs. Support chat logs, emails, and attachments can
contain crafted content designed to influence an automated tool.

A defense program that uses generative tools should isolate them from sensitive
actions, limit what they can call, log their outputs, and apply review when
actions affect access to money or essential services.

3.4.3 Governance: testing, monitoring, and review

Governance is not paperwork. It is the set of practices that keep fraud models
useful and safe as conditions change.

Testing should include at least three types.

Pre-deployment evaluation checks overall performance, segment performance,
and stability under expected shifts.

Adversarial testing simulates evasion tactics: bot mimicry, multi-account
probing, staged trust building, and identity proofing bypass attempts.

Operational testing measures how the model performs when tied to actions. A
model with good accuracy can still cause harm if its actions cause high
abandonment or if it triggers excessive manual review.

Monitoring should include drift tracking. Feature distributions shift as device
mixes change, as network patterns change, and as onboarding funnels change.
Label distributions shift as chargeback policies change and as reporting delays
change.

Review should be mandatory for actions that have long-term impact, such as
permanent account closure or denial of benefits. Review must be supported with
clear evidence. A user should not face an unchallengeable decision based on an
opaque score.
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3.4.4 Labeling systems that do not collapse under underreporting

Fraud labeling is often weaker than teams admit. Many events are never
reported. Some are reported late. Some appear as customer disputes with
unclear cause.

A better labeling approach uses multiple streams.
Confirmed fraud events provide high-confidence positives.

Operational outcomes such as beneficiary reversals, forced recovery, and
account closures provide additional positives.

Analyst decisions can be included if reasons are recorded and if later outcomes
are used to review decisions.

Clean-window negatives provide a basis for training without assuming that “no
report” means “no fraud.” A clean window is defined by stable behavior, no
disputes, and no anomalous events over time.

Labeling also benefits from chain reconstruction. When a fraud event is
confirmed, the system should reconstruct the preceding events and tag which
signals were present. This supports model improvement and process fixes.

3.4.5 Action policies that limit damage from model error

Even a strong model will make mistakes. A safe system is designed so that
mistakes do not cause irreversible harm.

For example, a suspicious payout change can trigger a delay rather than a
permanent block. A suspicious recovery attempt can trigger supervised review
rather than account closure. A suspicious onboarding attempt can trigger a
request for stronger evidence rather than a silent rejection.

This design also improves security. Delays can break fraud chains, and they can

provide time for detection. Permanent blocks can be gamed if attackers learn the
thresholds.
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Action policies should also be transparent to internal teams. Support staff
should know why a delay occurred so they do not override it in ways that help
attackers.

3.4.6 Measuring success without hiding user harm

A fraud program that tracks only losses can miss user harm. Controls can reduce
losses while making service unusable for certain groups.

Measurement must therefore include both security outcomes and access
outcomes.

Security outcomes include attempt volume, success rates for common chains,
time to detect, and loss per event.

Access outcomes include false block rates, manual review wait times,
onboarding completion, recovery completion, and support load.

These outcomes should be segmented by relevant factors such as device types,
geographic regions, and account types. A single average hides unequal impact.

A useful operational practice is to keep a set of “canary” segments and track
their completion rates over time. If a control change causes a drop, the system
can adjust quickly.

3.5 Provenance and content authenticity as a
supporting control

Provenance systems aim to answer a narrower question than identity systems:
where did a piece of media come from, and what edits were applied. Provenance

does not prove that a person is who they claim to be, and it does not stop
impersonation by itself. It can still help in two ways.

First, it can strengthen official communications by making them verifiable.



. ®
’ Blockchain Trusted by 60,000+

Council Al Blockchain & Web3

www.blockchain-council.org Professionals Worldwide

Second, it can improve dispute handling and incident response by attaching
structure to media that might otherwise be ambiguous.

3.5.1 What provenance can do for identity systems

In identity abuse, media is often used as evidence: a screenshot of an email, a
recording of a call, an image of an ID, a photo of a receipt, or a clip from a
meeting.

When provenance is present and verifiable, it can help triage. A support agent
can treat an official signed message differently from an unsourced screenshot.
An incident response team can trace how a clip was produced and whether it has
been altered.

Provenance can also be used internally. An organization can sign its own
communications, its own policy notices, and its own payee change
confirmations. If staff are trained to look for signatures, impersonation attempts
face a higher bar.

3.5.2 The hard reality: metadata often gets lost

A provenance scheme that depends on metadata must assume that metadata will
be removed as content moves between platforms. Some messaging and social
platforms strip metadata to reduce file size or for privacy reasons. Screenshots
and screen recordings also remove provenance by their nature.

This means provenance cannot be treated as a universal test of authenticity. The
presence of verifiable provenance is useful. The absence of provenance proves
little.

A defense program should therefore use provenance as a positive signal rather
than as a negative test.

3.5.3 Practical use cases: where provenance adds value

Provenance is most useful when it can be enforced within a controlled
workflow.
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For example:

e Official internal finance requests and approvals can be generated inside
systems that sign records.

e Vendor bank detail change approvals can be processed through portals
that log and sign events.

e (ustomer security notices can be delivered through in-app channels that
are cryptographically tied to the service.

e Executive communications can be distributed through a signed internal
channel rather than through ad hoc messages.

In these use cases, provenance acts less like a social label and more like a
system control.

Provenance also helps with training. Staff can be taught that real requests arrive
through specific channels and carry specific markers. The goal is not to train
staff to judge writing style. The goal is to train staff to verify channel and
record.

3.5.4 Durability: metadata, watermarking, fingerprinting

Because metadata can be removed, some systems aim for durability through
several layers.

Metadata can provide signed context when preserved.

Watermarking can embed signals into media content itself. Watermarking can
be removed or degraded, but it can still help at scale in some settings.

Fingerprinting can help match content that has been transformed, such as
compressed or resized versions.

Each method has trade-offs. Watermarking can raise false alarms if it is brittle.
Fingerprinting can create privacy concerns if used to track content across
contexts.
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For identity defense, the goal is narrower: improve the reliability of official
content and improve incident response. A program should avoid using
provenance systems as surveillance tools.

3.5.5 Provenance cannot replace cryptographic identity binding

Even the best provenance system does not prove that a caller is an executive or
that a video participant is a real colleague. Provenance can show that a clip
came from a certain tool and was edited in a certain way. It does not prove who
was on the other end.

Therefore provenance remains a supporting control. High-risk decisions should
still depend on strong sign-in, device signals, and process controls.

3.6 Organizational controls that limit damage when
impersonation succeeds

Technical controls reduce the chance of success. Organizational controls reduce
the impact of inevitable failures.

Identity abuse is rarely stopped by one tool. It is stopped by systems and habits
that make cash-out hard. When cash-out is hard, many attacks are not worth
running.

3.6.1 Out-of-band verification that is truly separate

Out-of-band verification is often cited and often implemented poorly. A second
email in the same thread is not separate. A call to a phone number provided in a
message is not separate.

A meaningful out-of-band method uses a known channel that was stored before
the request.

For vendor payments, this means verifying bank detail changes through a
known vendor portal or a known contact method already on file.
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For employee payroll changes, it means verifying through an internal HR
system and through a call-back to a number on file.

For consumer accounts, it means verifying through in-app messages and known
support numbers.

Out-of-band verification also benefits from a pause window. A short delay can
break urgency-based pressure and allow a second person to check the request.

3.6.2 Dual approval and separation of duties

Many high-impact fraud events rely on a single person being tricked. Dual
approval reduces that risk.

A dual approval design should be more than “two people click approve.” It
should separate roles. The person who requests a payout change should not be
able to approve it. The approver should see details of the change and should be
required to verify through a separate channel.

Dual approval can be applied to:

adding or changing payees and payout destinations
changing vendor bank details

changing payroll routing

issuing refunds above a threshold

changing support override permissions

exporting sensitive data

Dual approval should also be supported by system controls. If approvals occur
by email, the approval method becomes a target. Approvals should occur inside
a controlled system where identity binding is strong and audit logs are reliable.

3.6.3 Waiting periods and staged privileges for new routes

Many fraud chains depend on speed. If an attacker can change a payout
destination and immediately withdraw, the chain succeeds. If the system
imposes a delay on first-time payout to a new destination, the chain is disrupted.
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Waiting periods can be applied selectively.

A first payment to a new vendor bank account can be delayed until verification
completes.

A first withdrawal to a new external account can be delayed for a set time,
especially for accounts with recent recovery events.

A first gift card purchase above a threshold can be delayed or require extra
confirmation.

Waiting periods can be unpopular, but they can be tuned. They do not need to
apply to all users. They can be triggered by risk and by account age.

3.6.4 Help desks and exception paths: redesign the human
backdoor

Support teams are often asked to fix problems quickly. That makes them a
target.

A 2026 blueprint treats help desk actions as security-sensitive and defines strict
rules.

Support staff should not be able to remove strong sign-in methods or to change
recovery endpoints without strong proof and review.

Support scripts should avoid questions whose answers can be found online.
They should rely on proofs tied to known devices or known channels.

Support tools should show risk context: recent recovery attempts, device
changes, failed sign-in attempts, and unusual network patterns.

Support actions should be logged in detail, and unusual patterns should be
reviewed. If one support queue sees many recovery requests tied to high-risk
accounts, that queue is under attack.

Support staff should also have a simple policy that allows refusal. A system that
forces staff to satisfy every caller will be abused.
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3.6.5 Training that focuses on process, not writing style
Training remains useful, but its content must change.

Training that teaches staff to spot awkward grammar will not hold when
messages are fluent.

Training should instead focus on process cues and action cues: unusual requests
for secrecy, requests for new payment routes, pressure to act outside normal
channels, and requests that bypass review.

Staft should be trained to verify through known channels and to treat any
change in payment destination as a high-risk event.

Training should also address emotional pressure. Staff should be told explicitly
that refusing a request is acceptable when verification has not been completed.

3.6.6 Incident response for identity abuse: containment and
restoration

Identity incidents require a response plan that is faster than traditional breach
response. Funds can move quickly, and recovery endpoints can be changed
quickly.

An identity incident response plan should include:

e immediate containment actions: revoke sessions, lock payout changes,
freeze suspicious routes

e communication steps: in-app notices, known-channel contact, support
scripts

e restoration steps: verified recovery, device re-enrollment, review of
linked accounts

e post-incident review: reconstruct the chain, identify which controls failed,
update policy

The plan should also include coordination with external partners where possible,
such as payment processors and telecom providers.
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3.6.7 Vendor and third-party risk in the identity layer

Identity systems rely on many third parties: proofing vendors, messaging
providers, call platforms, and analytics tools. Each integration can become a
weak point.

A 2026 blueprint treats third-party identity services as part of the attack surface.
Contracts should require clear audit logs and timely incident reporting.

Integrations should be designed with least privilege. A proofing vendor should
not be able to trigger account state changes without strict controls.

Data sharing should be minimized. Identity proofing data is sensitive. Retention
periods should be limited.

Third-party systems should be included in testing. Many organizations test only
their own flows.

3.7 Building the trust infrastructure: reference
architecture and rollout plan

A trust infrastructure is not a single product. It is a set of capabilities that
provide binding and policy enforcement across the identity lifecycle.

3.7.1 Components of a 2026 trust infrastructure
A practical architecture includes:

e a public-key sign-in layer for users and staff, with policy controls for risk
and step-up

e a device integrity layer that provides posture signals and detects
tampering

e a proofing layer that validates evidence and binds it to sessions and
devices
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e arisk layer that joins identity signals with transaction signals and support
signals
a workflow layer that enforces approvals, delays, and separation of duties
an audit layer that stores evidence and supports disputes

These components should share a common event schema so that timelines can
be reconstructed. Without a shared schema, teams cannot see chains.

3.7.2 Risk tiers and control matching

Controls should be matched to risk tiers.

Low-risk actions can rely on basic sign-in with minimal friction.
Medium-risk actions can require step-up on new devices or unusual networks.

High-risk actions, such as payout changes, can require stronger proof, waiting
periods, and dual approval.

Very high-risk actions, such as recovery of a privileged admin role, can require
supervised review.

Risk tiers should be based on consequence, not on the organization’s fear. A
system that treats every action as high risk will fail because users will abandon
it or staff will bypass it.

3.7.3 Rollout plan: from quick wins to deep change
A staged rollout can start with high return changes.

First, secure privileged accounts and support accounts with public-key sign-in
and external keys, and remove SMS-based recovery for those accounts.

Second, deploy transaction-bound confirmations for high-value actions and
impose waiting periods for first-time payout routes.

Third, instrument support overrides and set review policies.
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Fourth, upgrade onboarding to include device integrity checks and reuse
detection.

Fifth, build cross-account graphs for payout endpoints and devices.
Sixth, deploy supervised recovery for edge cases.

Each stage should include measurement and adjustment. Rollout should be
treated as a continuous program rather than a one-time project.

3.7.4 Evidence and audit: design for disputes
In the Al era, disputes become harder because artifacts can be forged.

A trust infrastructure should therefore store evidence that supports later
decisions.

Evidence does not mean storing every message or every document. It means
storing enough structured information to reconstruct what happened.

For example: which credential was used, whether a public-key sign-in occurred,
which device signals were present, whether a step-up check was passed,
whether a payout change was delayed, and which approvals occurred.

Audit design also supports regulatory obligations and customer trust. When a
user is told “this action was blocked,” the system should be able to provide a
reason that is specific enough to be credible without revealing sensitive
detection details.

3.7.5 Privacy, data minimization, and the identity temptation

Identity defenses can drift into overcollection. It is tempting to gather more data
“just in case.” That approach raises privacy risk and can create new breach
harm.

A 2026 blueprint uses data minimization.

Collect what is needed for a defined purpose.
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Store derived signals rather than raw sensitive artifacts when possible.
Limit retention.
Separate identity evidence from other business data to reduce blast radius.

Apply access controls and logging to identity datasets. Many internal abuses
occur when staff have broad access.

Privacy is not only a legal constraint. It is a safety constraint. Identity systems
are high-value targets.

3.7.6 Inclusion and accessibility as security requirements

A system that locks out legitimate users pushes them into unsafe workarounds.
That becomes a security issue.

An inclusive identity program offers multiple methods that achieve similar
assurance.

For users who cannot use biometrics, PIN-based device checks can be used.

For users without modern smartphones, external keys or assisted methods can
be offered.

For users who fail automated document checks, supervised fallback can resolve
the issue.

Accessibility should be tested as part of identity programs, not left as an
afterthought.

3.7.7 The end state: what “good” looks like in 2026

A mature identity defense in 2026 has several traits.

Most sign-ins use public-key credentials. Password-only access is rare and
limited.
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High-risk actions require action-bound confirmation and, when appropriate,
second approval.

Recovery flows are not easier than sign-in. They are controlled, logged, and
staged.

Onboarding is layered: evidence checks, device integrity checks, session
binding, and reuse detection.

Fraud detection joins identity signals with transaction signals and support
signals, and actions are designed to limit harm from mistakes.

Provenance is used to strengthen official channels but is not treated as the basis
of identity.

Organizational controls limit cash-out and reduce single-person failure.

The result is not perfect safety. The result is a system where impersonation
attempts face multiple barriers that do not depend on perception alone, and
where the impact of a successful attempt is limited by policy and monitoring.

3.7.8 Closing view: shifting the attacker’s cost curve

The core objective of this chapter’s blueprint is to change attacker economics.
When sign-in does not provide reusable secrets, phishing returns fall.

When recovery is controlled and staged, takeover returns fall.

When onboarding is layered and monitored for reuse, synthetic enrollment
returns fall.

When payment routes require delays and dual approval, cash-out returns fall.

When evidence is logged and chains can be reconstructed, learning and
response speed rise.
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This is the practical meaning of trust infrastructure in 2026: not a promise that
fakes can always be spotted, but a system design that does not need to rely on
spotting them.

Chapter 4: Law, Regulation, and
Governance Through 2026

4.1 Why regulation becomes a frontline control in
Al-era identity crime

Identity abuse is often described as a technical problem solved by better sign-in,
better verification, and better detection. That framing is incomplete. Legal rules
shape the environment in which identity decisions are made and the incentives
that determine how quickly organizations improve. In the 2026 landscape,
regulation is not merely a background constraint; it functions as a control
surface. It changes the economics of crime by raising the cost of certain steps,
and 1t changes the economics of defense by shifting liability, requiring certain
records, and defining what counts as reasonable care.
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Regulation affects identity crime along two primary axes.
The first axis is attacker cost and attacker risk.

Identity abuse becomes profitable when proceeds can be extracted and moved
without being frozen, traced, or reversed. The legal environment governs the
speed and severity of enforcement against the cash-out layer. It also governs the
effectiveness of coordination among financial institutions, platforms, and
telecom providers. When rules require prompt reporting, define clear
responsibilities, and support rapid freezing of suspicious flows, the attacker’s
plan is disrupted at the moment it matters.

This axis also includes the prosecution and civil consequences that attach to
intermediary roles such as mule recruitment, account renting, and facilitation of
payment diversion. Many fraud operations depend on non-technical
participants. Enforcement credibility against those participants changes the
viability of those operations. In practical terms, a strong legal environment can
make the last mile of fraud - getting money out - slow and fragile.
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The second axis is user burden and due process.

When fraud rises, institutions react by tightening controls. If governance is
weak, institutions often adopt broad friction that applies to everyone: more
prompts, more documents, more hurdles, more denials. Those steps reduce
fraud but shift cost onto legitimate users. In high-impact contexts - access to
wages, benefits, healthcare, and financial accounts - friction becomes harm.

Modern governance tries to achieve a balance: reduce fraud while preserving
access, privacy, and contestability. Contestability matters because in 2026, the
perceived reliability of media is lower. A dispute is no longer settled by “the
email looked real” or “the caller sounded like the account holder.” Both sides
can present plausible artifacts. Governance therefore shifts from “add more
verification” to “create systems that generate auditability, support disputes, and
constrain high-risk actions with stable process.”

The practical governance challenge in 2026 is that many proof signals that used
to be expensive to forge have become cheaper: voice, video, documents,
stylistic fluency, and even conversational responsiveness. That does not mean
every interaction is fake. It means that realism has lost its value as a control.

This pushes legal frameworks and organizational policies toward three themes.
First, traceability.

Institutions need records that show what happened, when, from what device
context, and under what policy. Those records support investigations,
reimbursement decisions, and regulatory review. They also support fairness
analysis, because systems that cannot explain why they blocked a user cannot
correct patterns that exclude legitimate users.

Second, accountability through allocation of responsibility.

Identity is rarely a single-entity decision. A bank may rely on a verification
provider; a telecom provider may be the weak link in a reset; a platform may be
the distribution channel for scams; a model component may be embedded inside
a vendor product. Governance increasingly focuses on assigning obligations to
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each role and requiring contracts and operational controls that make those
obligations enforceable.

Third, standardization of safe processes.

Where “spotting the fake” fails, policy and procedure become the reliable layer.
Payment changes require known-channel confirmation. High-value actions
require dual approval. Recovery changes trigger waiting periods. Support
overrides require restricted authority. These are governance controls as much as
they are technical controls.

The rest of this chapter translates regulatory landscapes into concrete
requirements that map to identity risk decisions: onboarding, sign-in, recovery,
payments, support actions, and evidence handling. It also addresses how these
requirements affect inclusion, privacy, and dispute resolution.

4.2 The European Union: a compliance framework
built around risk, traceability, and high-impact use

4.2.1 The EU AI Act: staged applicability and the August 2026
governance deadline

The EU Al Act establishes a risk-based compliance structure for Al systems. It
is not designed solely as an “ethics” instrument; it functions like a product
safety regime for certain classes of systems. It introduces obligations that
resemble safety engineering: documented design and use assumptions, logging,
testing, monitoring, incident reporting, and post-deployment controls.

For identity and fraud programs, the Al Act’s staged applicability creates a
practical deadline: by the time broad application takes effect, organizations
operating in the EU or serving EU users must be ready to demonstrate how Al-
based controls are governed.

This matters because many identity controls are Al systems or depend on Al
components. Fraud scoring engines, anomaly detection, document validation
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systems, media verification components, behavioral analysis systems, and risk
orchestration engines often use machine learning. Even when an institution
describes its identity system as “rules-based,” upstream vendor components
frequently include models.

The Al Act introduces a compliance reality that reshapes procurement and
operations.

e Models and systems must be documented in ways that allow external
review.
Decision logs must be available for traceability.
Monitoring must be continuous rather than occasional.
Serious incidents must be reported under defined conditions.

The significance is not that regulators will request every log for every case. The
significance is that organizations must build the capability to produce coherent
explanations and evidence when questions arise, whether from supervisory
bodies, courts, or customers.

4.2.2 Roles and accountability: providers, deployers, importers,
distributors, and relying parties

Identity stacks are multi-party systems. A bank or platform typically deploys an
identity workflow. A vendor supplies proofing, liveness, and device
intelligence. Another vendor supplies fraud scoring. Some components embed
general-purpose model capabilities. A platform distributes content that scams
rely upon.

The Al Act’s role definitions clarify which entity must do what. A common
governance failure is to treat vendors as black boxes and assume that
compliance rests solely on the deploying institution. Under the Al Act structure,
obligations attach to providers placing systems on the market and to deployers
using them in specific contexts.

For identity programs, this pushes institutions toward a supplier model familiar
from safety-critical industries.
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Vendors become safety-critical suppliers whose products affect access to
essential services and whose failure can cause both financial harm and rights-
related harm. Contracts therefore become a compliance instrument. A strong
contract set includes:

access to model versioning information and change notices
access to decision logs and confidence outputs

rights to conduct periodic adversarial testing

service-level commitments for incident notification

defined remediation responsibilities when bypass patterns emerge

This is not merely a legal posture. It is an operational requirement. Without
these controls, a deployer cannot show that it used a system appropriately,
monitored it effectively, or responded to incidents.

4.2.3 High-risk Al and identity: where obligations land in real
workflows

The Al Act establishes high-risk categories. In identity contexts, systems can be
high-risk because they control access to essential services, because they
influence credit or employment outcomes, or because they process biometrics.

The practical impact of high-risk classification is the obligation set: risk
management, data governance, logging, documentation, human oversight, and
robustness controls.

These can be translated into identity program work.
Risk management as a living system

A high-risk Al compliance posture requires a living threat model and a risk
register that evolves with attacker behavior.

In 2026, an identity risk register should include:

e media-based impersonation designed to influence support and approvals
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e onboarding bypass through document modification and capture pipeline
abuse
targeted voice impersonation used to force recovery or payment changes
synthetic persona programs designed to build long-lived reputations
coordinated probing of onboarding and recovery controls at scale

The risk register is not a theoretical artifact. It should tie each risk to specific
controls, and it should define how controls are measured.

For example, a risk entry for onboarding bypass should link to controls such as
device integrity checks, session binding, reuse detection, and post-onboarding
privilege staging. A risk entry for support compromise should link to restricted
override privileges, supervisory review, and event correlation between support
actions and downstream high-risk changes.

Data governance and discrimination risk

Identity and fraud systems can exclude legitimate users when models learn
proxies for socioeconomic status, geography, or device access. Fraud models
are trained on historical patterns that reflect historical policing and historical
access. A model that works well on the median user can still impose heavy
friction on populations with irregular documentation, limited credit history, or
older devices.

A high-risk compliance posture therefore requires routine analysis of user
impact.

This includes tracking false rejects, repeated verification loops, manual review
rates, complaint rates, and time-to-resolution by segment. Segment definitions
must be handled carefully, but they must exist. Without segmentation, unequal
harm is invisible.

Logging and traceability: “why the system believed the claim”

Traceability requires that identity systems store enough information to
reconstruct key decisions.
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At minimum, this includes:

which model and rule versions were active

which signals were used and their values or confidence ranges
which thresholds were applied

whether human review occurred and what was recorded

what device and session context existed

what downstream actions were permitted and with what limits

Traceability should be engineered for investigations and disputes, not only for
model training. That implies durable logging, access control, and an internal
process for retrieving and interpreting logs.

Human oversight that is meaningful

Human oversight is often described as “a human in the loop,” but that phrase
hides a design requirement. Oversight must be structured so that humans have
the ability to change outcomes, and they must have the evidence needed to do
SO.

For identity workflows, meaningful oversight typically attaches to high-impact
decisions: denial of access to an account, denial of enrollment into an essential
service, or irreversible changes such as account closure.

Oversight also matters in support operations. If a support agent can override
controls, the agent is an identity gatekeeper. Oversight therefore requires
training, tooling, and policy that limits what an agent can do under pressure.

Robustness, accuracy, cybersecurity

High-risk obligations include robustness and cybersecurity. In identity systems,
robustness includes resistance to manipulation, resistance to drift caused by
changing user behavior, and resistance to coordinated probing.

A mature posture includes adversarial testing, red team exercises focused on
proofing and recovery, and monitoring that tracks performance changes after
model updates.



. ®
’ Blockchain Trusted by 60,000+

Council Al Blockchain & Web3

www.blockchain-council.org Professionals Worldwide

The key point is that robustness is not a static property. Attackers adjust. A
governance program must therefore include continuous testing and post-change
monitoring.

4.2.4 Transparency obligations for manipulated media and their
operational meaning

The Al Act includes transparency expectations for Al-generated and
manipulated content, including content that resembles real people and can
appear authentic.

In identity and fraud contexts, transparency rules matter in two ways.

First, they shape expectations for public content ecosystems. When manipulated
media is common, institutions must assume that customers and employees will
encounter it. That changes the baseline for disputes and consumer harm.

Second, transparency rules shape internal uses of synthetic media. Some
organizations use synthetic content for training, customer service, or product
features. These uses must be governed to avoid confusing users and to prevent
misuse.

Operationally, transparency obligations contribute to a broader regulatory
premise: synthetic realism is a regulated risk.

This does not mean every deepfake is labeled and solved. It means institutions
must build processes that treat synthetic media as a normal investigative
scenario.

That includes:

e customer-facing instructions on how official communications are
delivered
clear channels for reporting impersonation attempts
internal playbooks for triaging media claims
evidence handling processes that do not assume that “video equals truth”
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4.2.5 Governance and enforcement: audit readiness as a
continuous capability

The EU governance model for Al includes central coordination and national
enforcement. For institutions, the important takeaway is that compliance is not a
one-time certification exercise. It requires ongoing readiness.

Governance Controls That Make Identity Decisions
Defensible

‘ @ Dispute Handling
Resolve claims with records

L b Incident Reporting

-Q Learn fast, share facts
Human Review Paths
‘O Appeal for high-impact cases
D Decision Logging
Why the system acted

re= Vendor Oversight
\o Logs, versioning incident notice

Policy And Risk Rules
Define what needs strong proof

If Proof Can Be Faked, Logs And Process Decide Outcomes

All Rights Reserved by the Blockchain Council

Continuous audit readiness includes:

up-to-date documentation of system design and intended use
version control for models and rules

change management records that show testing and approval
vendor assurance records

incident records and remediation evidence

The identity program implication is that compliance cannot be outsourced.
Vendor certifications can support the program, but the deploying institution
must maintain its own governance artifacts and operational capabilities.
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4.2.6 Incident reporting and the feedback loop it creates

The Al Act introduces the concept of reporting serious incidents for certain
systems under defined conditions. This creates a compliance mechanism that
can also improve defense.

Many identity failures are handled quietly. A vendor changes a model, fraud
bypass rises, the deployer adjusts thresholds, and the system continues. Quiet
handling makes sense operationally but can hide systemic risk.

Incident reporting frameworks push organizations to classify and track failures
in structured ways. A serious incident in identity contexts can include:

large-scale improper denial of access

systematic exclusion of certain user groups

a widespread bypass that leads to significant financial harm
a failure affecting access to essential services

When incident reporting is implemented well, it becomes a feedback loop.

e [nstitutions improve their ability to detect systemic failures.
e Vendors face pressure to respond quickly and transparently.
e Regulators gain visibility into emerging patterns.

e Industry guidance becomes better aligned with observed risk.

The core value is not punishment. The core value is structured learning at
ecosystem scale.

4.2.7 Fundamental rights and identity systems: access as a
protected interest

Identity systems sit at the boundary of rights and services. They determine
access to banking, employment, housing, benefits, and healthcare. When fraud
pressure leads to aggressive controls, access can be denied in ways that produce
severe harm.
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Rights-focused assessments and impact analysis frameworks are a governance
response to this reality. They require that deployers consider not only fraud loss,
but also exclusion, error correction, and appeal. This is particularly important
for public services and regulated services.

A practical implication for identity programs is that inclusion and contestability
must be designed as security features.

If legitimate users cannot recover from false rejects, they will be pushed into
weaker channels and social workarounds that attackers can exploit. A system
that offers supervised resolution and appeal pathways can improve both fairness
and security.

4.3 The European data protection environment:
privacy rules as structural identity constraints

Identity systems process sensitive personal data. They often process biometrics,
government identity numbers, location-linked device signals, and behavioral
data.

The data protection environment shapes identity design in three ways.
First, it shapes what data can be collected and under what legal basis.
Second, it shapes how long data can be retained and for what purposes.

Third, it shapes user rights and institutional responsibilities, including access,
correction, deletion, and contesting certain automated decisions.

These constraints are not merely legal; they can improve security when used
properly. Overcollection creates an identity supply reserve for attackers. Excess
retention creates breach harm.

4.3.1 Special sensitivity of biometrics and the logic of necessity
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Biometric data is often treated as attractive because it cannot be forgotten and
because it is hard to share. Those same properties make it dangerous.

If biometric templates are stolen, they cannot be reset like a password. A
compromised biometric dataset can create persistent harm. Biometric collection
also carries civil liberties concerns: the risk of surveillance, the risk of
secondary use, and the risk of exclusion.

European data protection rules treat biometrics and certain identity attributes as
sensitive. That drives a necessity logic: collect biometrics only when needed,
and ensure alternatives exist.

For identity programs, this implies:

e purpose limitation: use biometrics for defined verification functions, not
for broad profiling

e minimization: store derived templates when possible and avoid retaining
raw captures unnecessarily

e rctention limits: delete data when verification purposes are met, unless
retention is required for dispute resolution and is proportionate

e alternatives: provide methods for users who cannot use certain biometric
modalities

e security controls: treat biometric datasets as high-value assets with strict
access controls

4.3.2 Data minimization as a fraud control

A common response to fraud is “collect more.” In 2026, that response can
backfire.

Collecting more documents, more contact endpoints, more behavioral signals,
and more location traces increases breach risk. It also increases the range of
signals attackers can later use for impersonation.

Minimization is therefore both a privacy principle and a security strategy.
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A mature identity program aims to prove claims with fewer raw attributes. It
uses stronger proofs rather than larger dossiers.

Examples include:

e using device-bound credentials and transaction confirmations rather than
repeated knowledge prompts

e using attribute attestations from trusted sources rather than copying
documents into internal storage

e using risk-based step-up that triggers only when needed rather than
always collecting more data

Minimization also supports governance. A system that collects less data has
fewer secrets to protect and fewer disputes over what was collected and why.

4.3.3 Automated decisions, contestability, and the operational
need for appeal

Identity systems often make automated decisions: approve, deny, delay, or route
to review. In high-impact contexts, automated denial can be harm.

Data protection regimes include principles that require transparency about
decision processes and provide mechanisms for users to contest certain
decisions.

Even where a legal framework does not require a specific form of appeal, a
practical governance program needs one. Without appeal pathways, false rejects
become silent exclusion. Silent exclusion increases complaint volume, increases
reputational damage, and pushes users toward unsafe workarounds.

A defensible program therefore builds:

e clear user messaging about what happened, without revealing detection
secrets
a path to provide additional evidence or to request review
a supervised resolution option for edge cases
a record of review outcomes, which feeds back into system tuning
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This aligns with the broader governance need for explainable actions: not in the
sense of revealing model internals, but in the sense of being able to explain, at
the policy level, why friction was applied.

4.3.4 Cross-border identity data flows and vendor concentration

Identity services are often provided by specialized vendors. Those vendors may
operate across many clients, and they may process data in multiple jurisdictions.

This creates two governance risks.

The first risk 1s concentration. If one verification provider is compromised or if
one provider’s model fails under a new attack pattern, multiple institutions can
fail at once.

The second risk is data flow complexity. When identity data moves across
borders and across subcontractors, it becomes harder to maintain a clear map of
where sensitive data resides.

A 2026 governance posture addresses these risks through supplier mapping,
subcontractor visibility, and limits on data sharing. It also includes contingency
plans: alternative flows when a vendor is degraded, and safe-mode operations
that reduce risk while maintaining access.

4.4 Payments regulation as identity regulation:
liability rules that shape fraud incentives

Payment systems are where identity decisions become financial loss. Payment
regulation and payment rules therefore act as indirect identity regulation.

Two themes dominate.

First, strong customer verification requirements shape authentication and step-
up design.



. ®
’ Blockchain Trusted by 60,000+

Council Al Blockchain & Web3

www.blockchain-council.org Professionals Worldwide

Second, liability allocation shapes incentives: which party pays when fraud
occurs determines which party invests in prevention.

4.4.1 Strong customer verification and the move toward
transaction-bound confirmation

European payment security frameworks have emphasized strong customer
verification for electronic payments. In practice, these requirements encourage
multi-factor designs and transaction-bound confirmations.

For identity theft and Al-enabled impersonation, the policy direction matters
because it shifts the design of approvals.

If approvals are bound to transaction details, a fraudulent approval becomes
harder to obtain through a generic prompt. The user sees what is being
approved. That reduces “blind approval” events.

This is not a complete solution. Attackers can still coerce users. But it reduces
the number of failures caused by vague prompts.

4.4.2 Authorized push payment scams and the governance
dilemma

A major governance challenge is the authorized push payment scam: the victim
approves the transfer, believing it is legitimate. From a system perspective, the
user authorized it. From a harm perspective, it is fraud.

Al-enabled impersonation increases the credibility of these scams. A victim
may see an email thread, a call, and a video meeting that appear consistent. The
victim authorizes the payment.

This creates a liability and policy dilemma.

If the user always bears the loss, institutions have weaker incentives to invest in
scam prevention and verification, and victims face severe harm.
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If institutions always bear the loss, institutions may respond by imposing broad
friction or denying access to high-risk users.

Governance responses tend to seek shared responsibility: measures that require
institutions to implement scam controls and to reimburse under certain
conditions, balanced against user obligations to follow verification steps.

The practical identity program implication is that payment systems must
incorporate scam signals and verification processes, not only account takeover
defense. In other words, protecting payment integrity is not only “keep attackers
out.” It is also “prevent victims from being driven into harmful approvals.”

4.4.3 Fraud reporting requirements as a lever for ecosystem
learning

Payment regimes increasingly require institutions to track and report fraud. This
reporting creates transparency about what types of fraud are rising and which
controls are effective.

For identity programs, reporting obligations push organizations to develop
consistent categories, consistent measurement, and consistent incident handling.
Without consistent measurement, reported data is unreliable.

That requirement intersects with the Al governance theme: logging and
traceability become mandatory not only for model governance but also for fraud
reporting.

4.4.4 Cash-out controls: AML frameworks as identity defenses

Money laundering controls are often treated as separate from identity security.
In practice, they are tied.

Fraud proceeds must be moved. That movement relies on accounts and
intermediaries. Anti-money laundering frameworks target suspicious patterns,
require reporting of suspicious activity, and require customer due diligence.
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These measures raise attacker cost by making mule networks harder to sustain
and by increasing the likelihood that suspicious accounts are frozen.

For identity theft research, the key governance insight is that identity defense
cannot stop at authentication. It must include post-event controls that limit
extraction and movement, and it must include cross-institution information
exchange where permitted.

4.5 The European cybersecurity and resilience
regime: incident reporting and supplier risk

By 2026, EU cybersecurity governance includes strong expectations around
incident reporting, resilience testing, and supplier risk management, especially
in the financial sector.

This matters for identity because identity systems are high-value targets and
because identity vendors are concentrated suppliers.

4.5.1 Operational resilience as a requirement for identity services

An i1dentity service that fails can lock out users and disrupt services. A proofing
vendor outage can stop onboarding. A fraud model drift can block legitimate
logins. A support compromise can trigger large-scale account recovery events.

Resilience frameworks push institutions to plan for these scenarios.
A mature identity governance program therefore includes:

e continuity plans for identity components

e alternative verification paths when primary systems degrade

e safe-mode configurations that maintain access while limiting high-risk
actions

e testing of recovery processes and fallback workflows

Resilience is not only uptime. It is the ability to degrade safely.
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4.5.2 Supplier risk and concentration

Identity stacks rely on suppliers for proofing, device intelligence, and fraud
scoring. Concentration creates systemic risk.

Cybersecurity governance frameworks address this through supplier risk
management requirements, testing, and oversight.

For identity programs, that implies:

mapping critical suppliers and their subcontractors
requiring security and governance evidence

°
°
e requiring incident notification and cooperation
°

planning for supplier failures

The role of the deployer is critical. A deployer cannot simply point to a vendor
contract after a breach or failure. Governance frameworks expect active
oversight.

4.5.3 Incident reporting as a discipline that improves identity
defense

Cybersecurity regimes often require reporting of significant incidents. Identity
incidents qualify because they affect access and cause financial harm.

Reporting creates an operational discipline: defining what counts as a major
incident, collecting the facts quickly, and communicating with stakeholders.

This discipline also improves defense.

Organizations that can report incidents quickly tend to have better internal
telemetry and faster investigations. These capabilities also improve fraud
response.
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4.6 The Digital Services environment: platform
obligations, scam scale, and intermediary
responsibility

Identity abuse is often delivered through platforms: email, messaging apps,
social networks, marketplaces, ad networks, and app stores. These platforms
function as distribution channels and as trust amplifiers.

Governance frameworks that impose systemic risk duties on platforms therefore
matter for identity theft.

A platform can reduce scam scale by:

e limiting account creation abuse

e reducing spoofing and impersonation through verification and
enforcement

e monitoring and taking down scam content

e improving user reporting and rapid response

e sharing signals with trusted entities where lawful

From an identity program perspective, platform governance is an upstream
control. It can reduce exposure, but it cannot replace internal defenses.
Institutions must assume that some scam content will reach users.

The practical governance task is coordination.

Institutions need clear processes for reporting impersonation and scam content
to platforms, and they need internal teams capable of rapid takedown requests.

Institutions also need brand protection programs: monitoring for fake domains,
fake apps, and fake support accounts.

The legal environment influences whether this coordination is routine and
effective.
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4.7 The United Kingdom: convergence of fraud
policy, payments policy, privacy policy, and online
safety

The United Kingdom sits at a crossroads of regulatory regimes that affect
identity theft: data protection rules, financial regulation, telecom regulation, and
emerging online safety requirements.

The UK environment is notable for the attention it has given to fraud as a
national economic threat and for policy efforts focused on authorized push
payment scams.

4.7.1 Payment fraud policy as identity policy

Policy responses to payment scams shape identity design. When reimbursement
frameworks are strengthened, institutions have stronger incentives to build scam
detection and verification processes that do not rely on writing style or
perceived realism.

That pressure can lead to better “safe process” design: known-channel
verification for payee changes, warnings at the point of payment, friction tuned
to risk, and limits on first-time payments to new recipients.

4.7.2 Data protection and biometric caution

UK data protection principles mirror European minimization and purpose
limitation. Biometrics and behavioral signals are treated as sensitive in practice.

A strong UK compliance posture for identity systems therefore emphasizes:

e clear purposes for data collection
n- strict retention limits
e security controls on identity datasets
e alternatives for users who cannot use specific verification methods
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4.7.3 Online safety expectations and the role of platforms

Online safety frameworks put pressure on platforms to reduce scam distribution
and impersonation. This influences identity theft by reducing upstream
exposure.

Institutions should treat these expectations as an opportunity for coordination:
structured reporting, signal sharing, and rapid takedown.

4.7.4 Telecom as a control point

Telecom identity is a pivot in account takeover chains. Policies aimed at
reducing SIM swap abuse, improving number port protections, and reducing
scam call spoofing affect identity theft outcomes.

For institutions, the implication is operational rather than legalistic: reduce
dependence on phone numbers as an identity root, and treat phone number
changes as high risk.

4.8 The United States: consumer protection,
payments liability, and a patchwork of privacy and
biometric laws

The U.S. governance environment for identity theft and Al-enabled

impersonation is shaped by federal consumer protection enforcement, sectoral
regulations, and state-by-state privacy and biometric laws.

4.8.1 Consumer protection enforcement: impersonation as a
regulated harm

Impersonation scams are a major driver of identity harm. Consumer protection
agencies in the United States have treated impersonation as an unfair and
deceptive practice problem.
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A key consequence of this enforcement posture is that institutions are expected
to adopt reasonable steps to reduce predictable impersonation harms. This
expectation is not only a matter of enforcement against scammers; it is also a
reputational and litigation environment that shapes “reasonable security”
standards.

For identity programs, this implies:

brand monitoring for fake support channels
clear safe communication channels for customers
in-app messages and official portals as the primary way to deliver
sensitive mstructions
e fast takedown and reporting pipelines

It also implies that user education should be embedded in product design. A
warning buried in a help page is not a control. A warning presented at the
moment a user is about to reveal a code or authorize a high-risk change is a
control.

4.8.2 Payments liability: when “authorized” does not mean
“intended”

U.S. payments law differentiates between unauthorized transfers and transfers
authorized by the account holder. Scam payments challenge this distinction
because the victim initiates the transfer under deception.

The liability allocation across payment types differs.

Card payments often include dispute mechanisms and chargebacks that shift
loss among merchants, issuers, and networks under defined rules.

Bank transfers and instant payments can be harder to reverse. Liability may
depend on whether the transfer was unauthorized, on the timing of notice, and
on whether the institution followed required security procedures.

This environment shapes identity controls.
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Institutions that face increased scam losses are pushed to implement scam
controls: payee confirmation, warnings, friction for first-time transfers, and
improved customer verification for payee changes.

If reimbursement standards or supervisory expectations rise, these controls
become more widespread.

4.8.3 Financial privacy and safeguards: identity data as regulated
customer information

U.S. financial institutions operate under safeguard requirements for customer
information. Identity datasets fall within these obligations.

This creates compliance pressure that aligns with minimization. Overcollection
creates exposure. In the breach context, institutions face regulatory and
litigation consequences.

A prudent identity program therefore limits retention of sensitive identity
artifacts and uses derived signals when possible.

4.8.4 The Red Flags approach: identity theft as a compliance
program

U.S. regulatory approaches to identity theft have included requirements for “red
flag” programs: structured detection and response for identity theft indicators.

In a 2026 context, a red flags program should be updated for Al-enabled
impersonation.

Examples of modern red flags include:

e sudden requests for help desk overrides that coincide with new device
access
changes to payout methods immediately following recovery
repeated onboarding attempts from the same device across many
identities

e multiple requests for one-time codes in short windows
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e users reporting that a “support agent” asked for a code

A red flags program also requires staff training and incident response processes.
Training should focus on process cues rather than language cues.

4.8.5 Sectoral constraints: healthcare, education, employment

U.S. regulation is often sectoral. Identity systems in healthcare, education, and
employment face additional constraints.

Healthcare systems handle sensitive data and must ensure that identity
verification does not create unsafe access or deny care.

Education systems handle minors and must ensure that identity protections do
not expose student data.

Employment systems handle payroll and benefits. Payroll diversion fraud is an
identity abuse problem with direct harm. Internal controls and verification of
changes to payroll routes are governance requirements as much as technical
requirements.

4.8.6 State privacy laws and the operational burden of patchwork
compliance

State privacy laws in the United States create an operational challenge for
identity systems. Requirements can include notice, rights to access and deletion,
limits on sensitive data use, and rules around sale and sharing.

For identity programs, the practical impact is data mapping and process design.

An organization must know what identity data it collects, where it stores it, why
it stores it, and how it can fulfill rights requests without undermining security.

Rights fulfillment intersects with fraud defense. If a user requests deletion, the
organization must balance deletion with the need to retain some signals for
fraud prevention and dispute handling. A defensible approach requires clear
policy and careful separation of data types.
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4.8.7 Biometric privacy laws: consent, retention, and litigation
risk

Biometric privacy laws, particularly at the state level, impose explicit consent
and retention obligations. These laws also create litigation risk.

For identity systems that use facial verification, voice biometrics, or behavioral
biometrics, this translates into practical requirements:

explicit notice and consent where required

clear retention schedules and deletion processes

secure storage and limited access

alternative verification paths for users who decline biometric use

Biometric compliance also affects security posture. A system that uses
biometrics without careful governance increases breach harm.

4.8.8 Deepfake and impersonation laws: the emerging legal
perimeter

State laws addressing deepfakes often focus on specific harms: election
manipulation, non-consensual intimate imagery, and fraud. The common thread
1s recognition that synthetic media can cause direct harm.

For identity theft research, the relevance is the normalization of synthetic
impersonation as a regulated conduct. This supports the broader governance
trend: institutions must assume that synthetic media will be part of fraud
disputes.

4.9 Telecom and caller identity: regulation at the
boundary of fraud distribution
Telecom systems are a critical control point for identity theft because phone

numbers are used for recovery and code delivery, and because voice calls are a
major scam channel.
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Two regulatory themes matter.
First, robocall and spoofing controls reduce the scale of scam calls.

Second, SIM swap and port-out protections reduce the ability of attackers to
take control of phone numbers.

4.9.1 Spoofing control and the limits of call trust

Caller ID 1s a weak signal. Spoofing is easy in many contexts. Regulatory
frameworks have pushed toward authentication of caller identity within telecom
networks.

Even with improved call authentication, identity programs should treat voice
calls as untrusted for high-risk requests. Regulatory improvements reduce scale,
but they do not eliminate targeted calls.

The practical governance move for institutions is to define safe call practices.

Support agents should never ask for one-time codes.
Customers should be directed to initiate contact through known numbers
or in-app channels.

e Internal staff should verify high-risk instructions through controlled
workflows.

4.9.2 SIM swap and port-out: telecom identity as an upstream
dependency

SIM swap abuse demonstrates how a weakness in one sector can cascade into
other sectors. A phone number that changes hands under weak verification can
become a tool for taking over financial and platform accounts.

Telecom regulation can reduce this risk, but institutions cannot rely on telecom
alone.

The most reliable mitigation is to reduce dependence on phone numbers as a
root factor. Where phone numbers remain in use, changes to phone numbers
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must be treated as high risk, and high-risk actions should be delayed after
changes.

This is an example of governance translating into technical and process
controls.

4.10 Evidence, disputes, and liability in a world of
disputed proof

A central legal challenge in 2026 identity disputes is that the evidence
environment has changed.

Two forces operate at once.

What An Audit-Ready Identity Decision Must Record

What An Audit-Ready Identity Decision :Q)

Must Record LA

Action Taken Approved

Credential Used Password + SMS Code

Device Context Smartphone (Android 12)

Session Context 5 mins, Low Match

Policy Version v2.4

Risk Signals 1 alert, Medium Risk Vi
\ V" /|

Human Review Escalated to Analyst (John S.) \/

Outcome Account Unlocked

3:)3 Weak Evidence | O| Strong Evidence

Screenshots and recordings Integrity-protected logs

All Rights Reserved by the Blockchain Council

First, forged evidence becomes more common.
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An attacker can manufacture call recordings, chat logs, screenshots, invoices,
and messages that appear authentic.

Second, real evidence becomes easier to dispute.

Parties can claim that real recordings or messages were generated or edited. The
result is evidence overload and credibility conflict.

This affects identity theft remedies: reimbursements, chargebacks, insurance
claims, employment disputes, and criminal investigations.

4.10.1 The burden shift: from “what happened” to “what can be
proven”

Disputes in identity incidents often turn on proof. Was the user authenticated?
Was the payment authorized? Did the institution follow required security
procedures? Was the user negligent?

In an environment where media can be faked, institutions need stronger internal
records that are difficult to alter. Logs, authentication records, device context,
and approval records become more important than screenshots and recordings.

This shifts the burden from “present a plausible story” to “present a reliable
chain of evidence.”

The identity program implication is that evidence design must be built into
systems rather than assembled after incidents.

4.10.2 Court-grade records: what identity systems must produce

A robust identity system should be designed to produce records that support
disputes. The record is not a single file. It is a set of linked facts.

Key components include:

e asigned or integrity-protected event log that records sensitive actions and
sign-in outcomes
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e versioned policy records that show what checks were required at that time
device and session context records that show whether a session fit normal
patterns
support interaction records, including which staff took which actions

e payment and payout change records, including approval steps

These records must also be stored with chain-of-custody discipline. Access
should be logged. Alterations should be prevented or detectable. Retention
should be defined.

A system that cannot reconstruct its own decisions will struggle in disputes and
will struggle in regulatory review.

4.10.3 Attribution and the multi-party failure problem

Identity incidents often involve multiple parties. An attacker may start on a
messaging platform, move through a phone call, use telecom compromise to
receive codes, then exploit a bank recovery flow, then cash out through another
institution.

Victims often face a maze: each institution sees only its piece. Liability disputes
can arise: whose controls failed, whose duty of care was breached, and which
party should reimburse.

Governance frameworks increasingly push toward clearer allocation of
responsibility.

e The relying party that allows a high-risk action without strong proof may
bear responsibility.

e The deployer that used a high-risk system without proper oversight may
bear responsibility.

e Vendors that failed to inform deployers of system limits may bear
responsibility.

e Platforms that enable scam scale may face systemic risk duties.
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The overall trend is toward responsibility matching control. Entities that can
change outcomes are expected to act.

4.10.4 Product safety logic applied to identity and fraud systems

The Al governance environment in Europe reflects a product safety logic
applied to Al systems. That logic is beginning to influence identity systems
more broadly.

Under product safety logic, a system must be designed for its environment. If
misuse is predictable, it must be addressed. Documentation and monitoring are
required. Incident reporting is expected.

For identity programs, the practical effect is a shift from “best effort™ to
“demonstrable controls.” An institution must be able to show how it manages
the risks of its identity systems.

4.10.5 Dispute resolution procedures as part of trust
infrastructure

When proof is disputed, dispute procedures become part of trust.

A user who experiences an account takeover or scam-induced payment needs a
clear path to report, a timely path to resolution, and a fair path to contest
decisions.

Institutions that make these processes opaque increase harm and increase
reputational damage. Institutions that provide clear processes reduce harm and
improve trust.

A mature dispute program includes:

clear reporting channels, including safe in-app reporting
temporary protective actions such as holds on new payout routes
fast review timelines for urgent cases

clear explanation of outcomes

retention of evidence and logs
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Dispute handling also improves fraud defense, because reports provide early
signals of new attack patterns.

4.11 Privacy, equity, and civil liberties under
identity hardening

Identity systems sit at a socially sensitive boundary. They process intimate data
and they can deny access to essential services.

Fraud pressure tends to push systems toward more surveillance and more
friction. Governance must counterbalance this with purpose limitation,
minimization, and fairness.

4.11.1 The biometric dilemma

Biometrics are attractive as a control because they can bind a user to a
verification step. They are also risky because they create irreversible exposure.

A responsible biometric posture includes:

e collecting biometrics only when needed for a defined risk
e offering alternatives

e limiting storage and retention

e protecting templates with strong security

e limiting secondary uses

A program that collects biometrics broadly for convenience can create long-
term harm.

4.11.2 Data brokers, scraping, and the demand side of identity
abuse

Identity crime feeds on data availability. Public data and commercially traded
data make targeting easier.
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Regulatory approaches that limit certain data trading and that enforce consent
and minimization can reduce the pool of signals available to attackers.

From a governance perspective, this suggests an ecosystem approach.

It is not enough to harden one institution’s verification if upstream data flows
allow easy targeting. A comprehensive policy posture includes restrictions and
enforcement against unlawful collection and resale.

4.11.3 Inclusion as a security requirement
Identity hardening often fails when it excludes legitimate users.

Users with unstable addresses, limited documentation, limited device access, or
disabilities can face higher false rejects. These users then seek help through
support channels, which increases the chance of social engineering. Exclusion
therefore creates new attack surfaces.

A mature governance program includes supervised resolution and appeal
pathways. It also includes measurement of exclusion outcomes and
improvement loops.

Fairness is not a slogan; it is a measurable property.

An institution can measure abandonment, manual review rates, and false rejects
by segment. It can measure time-to-resolution. It can track complaint types and
correlate them with system changes.

4.11.4 Transparency without giving attackers a manual

Governance often calls for transparency. Identity security often calls for
secrecy. These needs can be balanced.

Users can be told what class of risk triggered friction without revealing the
exact detection methods.
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For example, a user can be told that a login occurred from a new device and
therefore the system required a confirmation, without revealing the exact device
fingerprinting signals.

A user can be told that a payout change is delayed for safety, without revealing
which thresholds triggered the delay.

This type of transparency supports trust and reduces support pressure.

4.12 Institutional governance for 2026: converting
legal expectations into an operational program

Regulatory frameworks create requirements, but organizations need a
governance model that turns requirements into daily decisions.

A practical governance stack for identity systems includes seven layers.

4.12.1 Layer 1: a living risk assessment tied to real controls

A living risk assessment is the anchor. It should be aligned to the main identity
decision points: onboarding, sign-in, recovery, payments, and support actions.

The risk assessment should include Al-enabled scenarios explicitly. It should
also specify measurable controls and how those controls will be monitored.

A risk assessment that remains generic will not guide operations.

4.12.2 Layer 2: vendor governance and change management
Identity stacks depend on vendors. Vendor governance is therefore core.
A mature program includes:

e onboarding due diligence that evaluates not only security posture but also
model governance and traceability
e contractual rights to logs and change notices



. ®
’ Blockchain Trusted by 60,000+

Council Al Blockchain & Web3

www.blockchain-council.org Professionals Worldwide

e defined escalation paths for incidents
e periodic testing rights
e clear responsibility for remediation when bypass patterns emerge

Change management is particularly important.

Model updates and rule updates can change outcomes. They can increase false
rejects. They can create new bypasses. A governance program therefore
requires:

pre-deployment testing

controlled rollout

monitoring for drift and anomalies after deployment
rollback plans

4.12.3 Layer 3: auditability through decision logs and policy
records

Auditability does not require exposing model internals. It requires a record that
shows what signals were used, what policy applied, and who approved
outcomes.

A coherent audit record includes:

e model version and rule version

e confidence measures and thresholds used

e device and session context

e whether a human reviewed and what was recorded
e timing of key events in a chain

Auditability supports compliance, disputes, and internal improvement.

4.12.4 Layer 4: incident taxonomy, reporting, and continuous
learning

Identity incidents should be classified and tracked. A taxonomy can include:
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onboarding fraud waves

takeover via recovery

support compromise

payment diversion attempts

mule account patterns

document modification patterns
synthetic media influence attempts

For each category, the program should define what counts as a reportable
incident internally and what triggers external reporting.

The program should treat incident reporting as practice. Reporting is not only
for regulators; it is for learning.

After-action review is essential. Each incident should be reconstructed as a
chain. The review should identify which controls failed, which signals existed,
and what changes are needed.

4.12.5 Layer 5: red teaming and adversarial testing as routine
Identity systems should be tested against realistic adversaries.
Testing should include:

abuse of recovery and support paths

e probing of onboarding systems with repeated documents and varied
captures
attempts to influence staff through multi-channel impersonation
attempts to change payment destinations through plausible pretexts

The value of testing is not only to find technical weaknesses; it is to test
procedures. Many failures occur because staff bypass controls or because
workflows allow exceptions.

4.12.6 Layer 6: organization-wide playbooks for impersonation
and cash-out control
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Playbooks should be defined for common high-impact scenarios.
Examples include:

executive impersonation attempting payment diversion
employee payroll diversion attempts

customer support impersonation targeting recovery
waves of SIM-related takeover attempts

high-volume onboarding fraud attempts

Playbooks should define:

e verification steps and known channels
e thresholds for dual approval and delay
e internal escalation paths

e customer communication templates

e cvidence preservation steps

A playbook is valuable only if staff can follow it under pressure. Therefore it
must be simple.

4.12.7 Layer 7: management system integration and board-level
oversight

Identity risk is operational risk and compliance risk. In many organizations, that
implies governance within risk management frameworks and board oversight.

A mature program includes:

defined risk appetite for fraud loss and for user friction
reporting that includes both fraud outcomes and access outcomes
third-line review of key controls

periodic independent assessment

Board oversight matters because the trade-offs are strategic.
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A program that maximizes fraud blocking at the expense of user access can
create long-term harm and regulatory risk. A program that maximizes growth at
the expense of fraud control can create financial harm and reputational damage.

Governance provides the structure to make these trade-offs explicit.

4.13 Linking regulation to remedies for identity theft
victims

A research treatment of governance should connect legal frameworks to
remedies. Victims experience identity crime as lost money, lost access, time
burden, reputational harm, and sometimes safety harm.

Regulation influences remedy outcomes in several ways.

4.13.1 Faster containment and restitution through better records

When identity systems store clear audit records, institutions can resolve disputes
faster.

A clear record can show that a high-risk action occurred immediately after
recovery from an unrecognized device, which supports a decision to reverse or
reimburse.

A clear record can show that a payee change was approved through a weak
channel, which supports internal accountability and remediation.

Better records therefore improve outcomes for victims.

4.13.2 Reduced repeat victimization through structured incident
feedback

Victims are often targeted repeatedly. Once a person has been compromised
once, their identity signals may remain in circulation.
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Incident reporting and continuous monitoring improve the ability of institutions
to detect repeat targeting and to apply protective measures.

Examples include:

e stronger controls after known compromise
® proactive warnings to users after certain reports
e holds on new payout routes after recovery

A strong governance program reduces repeat victimization by turning incident
reports into control updates.

4.13.3 Lower exclusion risk through rights-based design

Fraud controls can block legitimate users. When governance frameworks
require impact assessment and contestability, institutions are pushed to design
supervised resolution paths.

These paths are remedies for legitimate users harmed by false rejects.

They also reduce security risk by preventing users from seeking unsafe
workarounds.

4.13.4 Clarity in liability and responsibility

Victims often face finger-pointing among institutions. Clear liability rules
reduce this.

When responsibility is aligned with control, institutions have incentives to
invest in safe processes. Victims benefit because prevention improves and
because dispute outcomes become more predictable.

4.14 Conclusion: regulation as part of trust
infrastructure
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In 2026, identity theft defense is not only technology. It is also governance and
law.

The shift in the evidence environment - where realism is easy to manufacture
and easy to dispute - pushes systems toward traceability, process integrity, and
clear accountability.

European governance frameworks formalize this shift through risk-based
obligations, documentation, logging, oversight, and incident reporting.

U.S. consumer protection and payments liability frameworks influence how
institutions handle impersonation, scams, and reimbursement.

Telecom regulation influences the scale of scam distribution and the
vulnerability of phone-number-based recovery.

Privacy and biometric laws shape what data can be collected and require careful
minimization.

The common direction across these regimes is practical.

Institutions are expected to build identity systems that can survive disputes, that
can explain decisions, that can correct errors, that can limit harm when
impersonation succeeds, and that can coordinate with other actors to reduce
cash-out.

Regulation therefore becomes a frontline control: it sets the baseline for
discipline. Where technical controls are undermined by cheap imitation,
discipline - auditable processes, reliable logs, safe approvals, and enforceable
accountability - becomes the durable layer that makes identity systems
workable.

Chapter 5: Remedies, Recovery, and
Societal Resilience
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Goal

Prevention lowers the chance of harm. Recovery limits harm after compromise.
Resilience lowers repeat harm and limits spillover to other accounts, services,
and relationships. In 2026, all three matter because impersonation is easier,
disputes are harder, and compromise rarely stays in one place. A single foothold
can spread across email, phone numbers, social accounts, workplace tools, and
financial access. Recovery therefore cannot be treated as customer service
cleanup. It is an operating discipline that must be designed, measured, and
improved.

This chapter focuses on what happens after compromise and on the institutional
and ecosystem practices that reduce lasting damage. The analysis takes a
victim-centered view and then maps the institutional obligations that make
victim-centered recovery possible. It closes by framing societal resilience as a
system property that can be improved through coordination, default-safe design,
and clearer pathways for re-issuance of trust.

5.1 The post-compromise reality in 2026

Two shifts define recovery in 2026.
First, compromise is rarely isolated.

A breach of one account is often used as a stepping stone. A stolen email
session can be used to reset passwords elsewhere. A phone number takeover can
redirect text codes and intercept recovery messages. A compromised social
account can be used to target friends and colleagues, creating second-order
victims. In organizational settings, a single compromised mailbox can become a
platform for invoice diversion, payroll changes, vendor fraud, and helpdesk
manipulation. The practical meaning is that recovery must be designed to stop
cascades.

Second, victims pay in time and exclusion, not only money.
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Many incidents involve modest direct theft but heavy downstream cost: lost
work hours, blocked accounts, missed payroll deposits, delays in receiving
benefits, lost access to health portals, delayed housing applications, and
reputational damage when accounts are used to scam others. For some victims,
the main harm is the loss of continuity - the disruption of routine access to
services that were assumed stable.

These shifts complicate both personal recovery and institutional response.

The victim must contain spread across many services.
The institution must verify legitimacy without relying on channels that
may be compromised.

e Disputes become harder because “proof” artifacts may be forged, and real
artifacts may be contested.

Resilience therefore requires two parallel systems.

One system is victim-centered remediation: a fast, safe pathway that helps a
legitimate user regain control without reusing signals that were likely abused.

The other system is institutional response: evidence preservation, containment
of propagation, fair dispute handling, and recovery workflows that do not
punish victims with unnecessary friction.

Both systems must be designed for stress. Victims often seek help while
frightened, sleep-deprived, and unsure of what is real. Support teams often
operate under volume pressure and incomplete information. Recovery programs
that assume calm deliberation will fail.

5.2 Victim-centered remediation

Victim-centered remediation aims to restore control, prevent further abuse,
repair eligibility and credit where harmed, and reduce the risk of repeat
targeting. A recovery program that accomplishes only the first goal can still fail,
because attackers frequently return.
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5.2.1 Rapid containment as cascade prevention

The first period after discovery is dominated by two risks: ongoing abuse and
secondary abuse.

Ongoing abuse includes active sessions, pending transfers, and account setting
changes that are still underway.

Secondary abuse includes the attacker’s attempt to lock the victim out
permanently by changing recovery endpoints, adding forwarding rules,
enrolling a new device, or moving the victim’s phone number.

Victim-centered guidance is most effective when it separates steps into three
categories: stop ongoing abuse, prevent new abuse, and record facts.

Stopping ongoing abuse typically means freezing movement and cutting off
sessions.

The practical steps depend on the sector.

In finance, it may mean locking a card, freezing transfers, disabling new payees,
and revoking sessions. In email and social services, it means forcing sign-out on
all devices, changing the primary password, removing unauthorized apps, and
reviewing forwarding rules and filters. In telecom, it means regaining control of
the carrier account and confirming that number porting and SIM changes are
blocked.

Preventing new abuse means protecting the roots of identity.

In modern consumer life, the roots are not a single identifier. They are the
channels that allow recovery: the primary email inbox, the phone number, and
any password manager or device ecosystem account that stores sign-in
credentials.

A common failure mode is to rotate passwords on many services without first
securing the email and the device ecosystem account. If the attacker controls the
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inbox or device ecosystem account, password resets and new passwords can be
captured.

Recording facts matters because memory becomes unreliable under stress.

A timeline of what happened - what was noticed, what changes occurred, which
accounts were affected, which support calls were made, and which case
numbers were provided - reduces repeated effort and supports disputes. It also
reduces the chance that a victim will miss a service that needs attention.

Victim-centered containment must also include a warning about secondary
targeting.

Attackers frequently target recent victims with “recovery assistance” scams that
ask for payment, remote access, or additional identity details. These scams
succeed because the victim wants the incident to end quickly. A recovery
program that ignores this pattern sets victims up for repeat harm.

5.2.2 Reclaiming contact channels: email and phone as practical
identity roots

Recovery almost always depends on two channels: email and phone. When
either channel is compromised, every other service becomes harder to restore.

Email takeover recovery

An email account takeover is often the enabling event for broad compromise.
Once the inbox is controlled, the attacker can:

reset passwords on many services

intercept verification codes and alerts

search for sensitive information such as bank statements and invoices
impersonate the victim to contacts

create forwarding rules that persist after password changes

A complete email recovery must therefore do more than change a password.
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It must accomplish five outcomes.

First, regain access under conditions that do not leak the new credentials to the
attacker. This may require using a known safe device and a clean network.

Second, terminate active sessions and revoke tokens, including sessions on
mobile devices and browser sessions.

Third, remove persistence mechanisms: forwarding rules, filters that delete
security notices, delegated access, and linked apps with excessive permissions.

Fourth, review account recovery settings: backup email addresses, phone
numbers, and security keys.

Fifth, review recent account activity logs where available and capture the
relevant entries for the incident record.

The victim-centered design challenge 1s that many users cannot complete these
steps without guidance. Interfaces differ across providers, and the relevant
controls are hidden. A resilient ecosystem will treat email recovery as a high-
priority public safety capability.

Phone number takeover and SIM-related abuse
Phone number compromise has two overlapping dimensions.

One dimension is telecom account compromise: the attacker controls the carrier
account, changes SIM association, and receives calls and texts.

The other dimension is device compromise: the phone is infected or otherwise
controlled, enabling interception of codes and messages.

In the first case, the user may still have a working phone but no longer controls
the number. In the second case, the user may control the number but the device
1s unsafe.

Victim-centered recovery must distinguish these cases, because the safe
remediation steps differ.
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For telecom compromise, the goal is to regain carrier account control, reverse
unauthorized SIM and port changes, and set account-level protections that make
future changes harder.

For device compromise, the goal is to stop code interception by cleaning or
replacing the device and ensuring that sign-in methods are not restored from a
compromised backup.

Phone number recovery also triggers a broader security action: removing SMS-
based recovery methods from high-risk services where alternatives exist. This
reduces the value of future phone number attacks.

5.2.3 Re-issuance of trust without reusing compromised signals

Recovery can fail even when the victim is legitimate because the institution’s
recovery steps rely on signals the attacker already controls. Sending a code to a
compromised phone number, sending a link to a compromised email, or trusting
voice-only verification creates a loop in which the attacker stays in control.

A secure recovery flow must therefore assume that the usual channels may be
hostile.

A robust recovery design treats recovery as re-issuance, not as a password reset.

Re-issuance has three phases: establish legitimate control, revoke what was
compromised, and issue new binding.
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Establish legitimate control

Legitimate control should be established through pre-registered high-assurance
anchors where possible.

These anchors can include:

a device-bound credential already enrolled before the incident
a security key or passkey registered prior to compromise

a supervised identity proofing record for high-impact services
a previously established trusted device with integrity signals

Where those anchors do not exist, the institution must use supervised paths for
higher-risk cases. A supervised path is not a punishment; it is a safety
mechanism that reduces false approval while preserving a path for legitimate
users.

Revoke what was compromised
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Once legitimate control is established, the institution must revoke the attacker’s
presence.

This includes:

revoking sessions and tokens

removing unauthorized devices

removing unauthorized recovery endpoints
invalidating compromised credentials

Revocation must be wide and fast, or recovery becomes a race.
Issue new binding

After revocation, the institution must issue new binding that is stronger than
what failed.

If an account was taken over through SMS recovery, recovery must not end by
re-enabling SMS recovery as the primary method.

Issuance should include at least one high-assurance factor for future recovery.
For many consumer services, this can be a passkey or device-bound credential
plus a backup method.

Issuance should also include safety features such as waiting periods for high-
risk actions, notifications through multiple channels, and clear instructions for
the user to confirm whether the recovery was expected.

5.2.4 Financial repair: reversing losses and restoring eligibility
Financial harm after identity compromise can take several forms.

unauthorized transfers or withdrawals
fraudulent new accounts and credit lines
account freezes and delayed access to funds
charge disputes and merchant disputes
tax-related or benefits-related misdirection
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The victim-centered view treats financial repair as two parallel tracks:
restitution and rehabilitation.

Restitution concerns reversal of unauthorized transactions and correction of
account balances.

Rehabilitation concerns restoring the victim’s ability to function: access to
funds, ability to pay rent, continuity of payroll, and the removal of fraudulent
records that block credit and services.

A major practical obstacle is timing.

Many payment rails move quickly. Disputes move slowly. A victim may lose
money in minutes and regain it weeks later. For low-income victims, this gap
can cause cascading harm: missed rent, overdraft fees, late fees, and loss of
services.

Victim-centered recovery therefore requires ““safe state” options that preserve
basic functioning during investigation.

A bank can place holds on high-risk movement while allowing bill payments to
existing payees.

An employer can provide temporary pay methods when payroll accounts are
under review.

A benefits system can provide continuity measures when identity disputes are
under investigation.

These measures reduce harm while preserving integrity.
Financial repair also includes credit repair.

Credit-related identity misuse can persist for years. Victims may need to
challenge accounts they never opened, remove hard inquiries, and correct
address and employment records that were altered.
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An effective recovery program offers structured guidance and reduces
administrative burden. It avoids forcing victims to contact many parties without
coordination.

5.2.5 Social and reputational repair: when accounts are used
against relationships

Identity abuse increasingly includes relationship harm.
Attackers use a victim’s social account to solicit money from friends.
Attackers use compromised email accounts to send convincing invoices.

Attackers use messaging accounts to impersonate the victim and damage
reputation.

Victim-centered recovery therefore includes a reputational response.

This response 1s often awkward and emotionally difficult. A victim may feel
shame and may avoid telling contacts. Avoidance increases harm because
contacts remain exposed.

Institutions can reduce this burden by providing clear communication templates
and clear guidance on what to say, what to avoid, and where to report.

Platforms can reduce burden by providing a standard “compromise notice”
feature that allows a user to notify contacts through the platform in a way that is
hard for the attacker to block.

Workplaces can reduce burden by providing a known process for reporting
compromised accounts and sending internal notices.

Reputational repair also intersects with privacy. Victims should not be forced to
share unnecessary personal details to prove compromise. The system should
allow a victim to warn others without disclosing sensitive information.

5.2.6 Psychological harm and repeat targeting
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Identity crime is not purely transactional. It can create persistent anxiety and
hypervigilance.

Victims may stop using online banking, avoid phone calls, or stop trusting
legitimate alerts. These behaviors can increase risk because they reduce the use
of secure channels and increase reliance on informal channels.

Recovery programs should treat psychological load as part of harm.

This does not require turning support centers into therapy centers. It requires
designing processes that do not amplify stress: clear instructions, fewer
handoffs, and predictable timelines.

Repeat targeting is a related risk.

Once a victim has been compromised, their identity signals may be circulating.
Attackers may return with new angles.

Resilience measures for victims therefore include:

enrolling stronger sign-in methods and backup methods
removing dependence on weak recovery channels

monitoring for new account creation and suspicious credit events
using password managers and device-level protections

Victim-centered remediation is therefore not finished at “account restored.” It
ends when repeat harm risk is lowered.

5.3 Institutional incident response and recovery
operations

Victim-centered recovery is impossible without institutional capability.
Institutions must treat identity incidents as operational events with defined roles,
tools, and response pathways.

An institutional program has four objectives.
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contain the incident and limit spread

restore legitimate access safely

n- resolve disputes with consistent evidence standards
e learn from incidents to reduce future harm

These objectives apply across sectors: finance, telecom, platforms, employers,
and public services.

5.3.1 Intake, triage, and case construction
A common failure in incident handling is fragmented intake.

A victim reports a problem to one channel, then repeats the story to another
channel, then repeats it again to a third team. Each repetition increases time cost
and increases the chance of errors.

Institutions should create a single case file per incident.
A single case file includes:

the user’s report and timeline

relevant account events pulled from logs

actions taken and by whom

evidence artifacts submitted and their integrity state
decisions made and their rationale

Case construction is a security control. It prevents contradictions, reduces social
engineering risk, and supports consistent outcomes.

Triage should be designed to distinguish several incident classes that require
different actions.

account takeover with active session persistence

recovery abuse, where recovery endpoints changed

scam-induced authorized payment, where the user initiated transfer under
deception
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e onboarding fraud, where a user’s identity was used to create a new
account

e platform impersonation, where the brand is being imitated
internal impersonation, where staff are targeted

A triage model that treats all cases as the same will misapply controls and create
harm.

5.3.2 Safe-state controls: limiting damage while preserving basic
access

A safe-state design is a key institutional resilience mechanism.

It allows an account to be put into a constrained mode while investigation
proceeds.

The design goal is to stop cash-out and prevent account setting changes while
still allowing the user to meet essential needs.

For consumer finance, this can include:

e block adding new payees

n- block changing payout destinations
block large transfers

allow payments to existing payees
allow inbound deposits

allow viewing activity
For platforms, it can include:

block outgoing messages to new contacts
block posting while allowing account access
require step-up for account setting changes
restrict API token creation

For telecom, it can include:
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e block number porting
e require in-person or high-assurance checks for SIM changes
e block changes to account PINs without strong proof

Safe-state controls lower harm to the victim while limiting attacker benefit.
They also reduce the pressure on support agents to choose between “full
unlock™ and “full lock.”

5.3.3 Evidence handling and chain integrity

In an environment where artifacts can be forged, institutions cannot rely on
screenshots and recordings as primary proof. The most reliable evidence comes
from internal logs and system records: authentication events, device changes,
session issuance, recovery actions, support overrides, and approval trails.

Institutions should treat these records as high-integrity assets.
That implies:

e integrity controls on logs

e controlled access and audit trails

e retention policies aligned to dispute timelines

e procedures for exporting evidence packs for disputes

Evidence handling also includes external artifacts.

Victims may provide emails, text messages, call logs, screenshots, and
recordings. These artifacts should be stored with metadata about when they
were received and through what channel.

The institutional goal is not to prove authenticity of every artifact. The goal is to
place artifacts into a structured case record and to corroborate them through
internal events.

5.3.4 Recovery design for support teams: avoiding the override
trap
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Support teams often become the weak link because they have the power to
override controls. Under pressure, they may relax verification to help a
distressed caller.

A resilient institution builds recovery methods that do not require risky
overrides.

Key practices include:

limiting which staff can perform high-impact actions
requiring supervisory approval for rare actions

requiring strong proof for recovery endpoint changes
banning requests for one-time codes in support scripts
using call-back to known numbers and in-app confirmations

Support teams also need tooling.
A support agent should see:

e recent device changes

® recent recovery attempts

e recent failed sign-ins

e whether the account is under active fraud review
e whether the phone number recently changed

Without context, support agents are forced to rely on persuasion. In 2026,
persuasion is cheap to manufacture.

5.3.5 Deepfake-related incidents: institutional verification and
communication

A deepfake-related incident can be understood as an attempt to drive an action
through manufactured confidence.

The response must therefore focus on verifying actions through controlled
channels.
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In internal settings, the highest-risk actions include payment instructions,
changes to payroll routing, and changes to vendor bank details.

A deepfake attempt can arrive as a video call, a voice call, or a message that
claims to be accompanied by a call.

A resilient institutional response has three steps.
First, verification through known workflow.

High-risk requests should be processed only through controlled systems that
enforce dual approval and that require authentication through strong sign-in.

Second, rapid internal notice.

When a deepfake attempt is suspected, staff should receive a clear instruction:
verify through known channels, do not comply through ad hoc messaging,
report the attempt.

Third, evidence capture.

Where possible, capture meeting invitations, call metadata, and message
headers. Preserve internal logs tied to the request.

This response shifts the burden away from “prove the video is fake” and toward
“require the action to go through a path the attacker cannot control.”

5.3.6 Dispute handling: fairness, consistency, and speed

Dispute handling is part of trust. A victim who cannot resolve a dispute will lose
confidence in the institution and may stop using secure services.

Dispute handling must distinguish between two broad types of harm.

e harm from unauthorized access and unauthorized actions
e harm from authorized actions that were induced through deception

Institutions often treat the second type as “customer error.” In 2026, that stance
becomes fragile. Deception can be multi-channel and highly convincing. A rigid
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posture that denies help will increase public harm and will increase pressure for
policy change.

A resilient approach creates a consistent evidence standard.
This standard relies on internal records.

It examines how the action was authenticated, whether it fit normal patterns,
whether recovery occurred recently, whether a new payee was added, whether
the device was new, and whether the user contacted support before or soon
after.

It also uses a consistent timeframe for decisions and a clear explanation of
outcomes.

Speed matters.

Slow investigations prolong financial harm. They also increase the chance that
victims will accept unsafe offers from scammers.

Institutions should therefore invest in fast adjudication for common cases and
reserve slower, deeper investigations for complex cases.

5.3.7 Learning loops: turning incidents into control improvements

An institution that handles incidents without learning will face the same incident
again.

Learning requires structured after-action review.
Each confirmed incident should be reconstructed as a chain.

What was the entry point?

Which controls failed?

Which signals were present?

Which actions produced harm?

Which actions by staff helped or harmed?
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The review should produce control updates.
Examples include:

reducing permissions for support overrides

adding waiting periods after recovery events

adding warnings at the moment a user is about to share a code
adding detection for repeated device reuse across accounts
adjusting safe-state options to reduce victim harm

Learning loops also require tracking outcomes. A control update that reduces
fraud but increases false locks may not be acceptable.

5.4 Cross-sector coordination as resilience
infrastructure

Recovery is rarely solved within one institution. Cascades cross sectors.

email and device ecosystem accounts link to nearly every other service
telecom identity links to recovery and code delivery

financial accounts link to payments and payouts

platform accounts link to social trust and message distribution
employers link to payroll and benefits

Resilience therefore depends on coordination.

5.4.1 Telecom and finance coordination for number-change events

A phone number change is a high-risk event. It should trigger protective
measures in downstream services.

Coordination mechanisms can include:

e user-visible alerts when a number change occurs
e confirmation through known channels before enabling high-risk actions
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e temporary limits on new payees and large transfers after number-change
events

A key challenge is privacy and consent. Not every coordination mechanism is
acceptable. Still, the system can be designed so that the user’s own actions
create a protective window.

For example, if a user reports a SIM incident, the bank can apply temporary
limits and require stronger confirmation.

5.4.2 Platform coordination and takedown pathways
Platforms are the distribution layer for many impersonation attempts.
Resilience improves when takedown pathways are fast and structured.
A structured pathway includes:

e verified brand reporting channels

e rapid removal of fake support accounts and fake pages

e rapid suspension of accounts that show clear compromise signals

e Dbetter sharing of compromise indicators with victims and targets
Platforms can also support victim recovery by offering a standard
“compromised account” recovery mode, with temporary restrictions that limit
harm to contacts.

5.4.3 Employer coordination: payroll, access, and reputation

Employers are exposed to identity abuse through payroll changes, benefit
account changes, and internal impersonation.

An employer resilience program includes:

e a controlled system for payroll changes that requires strong sign-in and
dual approval

e known-channel confirmation for changes to direct deposit

e a fast internal reporting channel for suspected impersonation
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e a plan for providing temporary pay methods during investigation
Employers also influence resilience for employees as individuals.

e cmployees should be trained to avoid sharing codes
e cmployees should be directed to known internal channels
e cmployees should be supported when they report compromise

Workplace culture matters. A culture that punishes victims increases
underreporting and delays response.

5.4.4 Credit bureaus, identity monitoring, and the limits of
surveillance

Credit-related identity misuse is a long-term harm vector.

Credit freezes and fraud alerts can reduce new-account fraud, but they add
friction for legitimate activity. Victim-centered guidance must therefore help
users choose appropriate measures.

At the same time, the growth of identity monitoring services raises a resilience
dilemma.

Monitoring can detect suspicious activity, but broad monitoring can become a
form of private surveillance. A resilience framework should therefore
emphasize measures that are effective without requiring constant tracking.

Practical examples include:

freezing credit when there is known risk
using account alerts for high-risk actions
using password managers and device-bound sign-in methods

limiting reuse of phone numbers as recovery roots

Monitoring services can still play a role, but they should not be treated as the
only answer.
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5.4.5 Public services: continuity as a resilience requirement

When identity disputes affect access to benefits, healthcare, or essential public
services, the harm can be severe.

Public service systems must therefore design recovery and dispute handling
with continuity.

Continuity measures can include:

provisional access under supervision

temporary benefit continuation while a claim is reviewed
safe in-person or supervised verification options

clear escalation pathways for urgent cases

These measures reduce harm while preserving program integrity.

The design challenge is to avoid creating a new fraud path. Continuity measures
must be structured, limited, and logged.

5.5 Measuring recovery and resilience

Resilience improves when it is measured. Measurement should capture three
dimensions: harm, effort, and repeat risk.

5.5.1 Harm metrics beyond loss
Financial loss is an incomplete measure.
A comprehensive metric set includes:

direct loss (money stolen or misdirected)

indirect loss (fees, missed payments, service disruptions)
access loss (time without account access)

eligibility harm (credit score impact, benefit interruption)
reputational harm (compromise used to scam contacts)
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Some of these measures are hard to quantify in one number. The point is to
track them and reduce them.

5.5.2 Effort and time burden

Effort and time burden are central measures because they reflect human cost.
A practical effort model includes:

number of contacts required to resolve an incident
minutes spent in phone queues or chat queues

number of times the victim must repeat the incident story
number of documents requested

days to reach safe-state

days to restore normal access

Institutions can track these measures without collecting sensitive details. They
can be collected through support systems and case records.

Time burden is also a fairness measure. If certain groups face longer resolution
times, the program is failing them.

5.5.3 Repeat harm and re-compromise
Repeat harm is the defining resilience metric.

A recovery program that restores access but does not reduce repeat risk will face
rising volume.

Repeat risk can be measured by:

repeat incidents per affected user within defined windows
repeat takeover attempts after recovery

repeat scam reports targeting the same user

reappearance of the same payout destinations or mule endpoints

Repeat risk measurement also supports control updates.
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If repeat incidents cluster around a certain recovery method, that method is
unsafe.

5.5.4 Trust-health indicators

In 2026, trust is a system property that can degrade.
Institutions should monitor signals of trust degradation.

users stop answering legitimate calls

users ignore security alerts

users abandon verification steps

support channels are flooded with confusion

Trust degradation can be captured through:

abandonment rates during step-up and recovery

complaint categories related to impersonation and confusion
rates of users reporting that they were asked for codes

rates of users asking ““is this real” in support channels

Trust-health monitoring is not only a customer experience metric. It is a security
metric.

When users cannot distinguish legitimate from fraudulent contact, attackers gain
advantage and institutions face higher operational load.

5.6 Societal resilience: reducing the conditions that
make identity crime scalable

Societal resilience is the ability of the ecosystem to absorb and recover from
identity abuse without persistent harm. This requires changes that are not
confined to one company.

5.6.1 Reducing the value of stolen identity signals
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Identity signals retain value because they can be reused across many contexts.
Resilience improves when reuse is reduced.
Examples include:

stronger sign-in that does not accept reusable secrets
recovery methods that do not rely on phone numbers alone
account actions that require transaction-bound confirmations
staging high-risk permissions for new accounts

This reduces the payoff from stolen data.

5.6.2 Default-safe communications norms

A persistent driver of harm is the expectation that sensitive requests can arrive
through informal channels.

Resilience improves when norms are clear.

banks do not request one-time codes

support agents do not ask for passwords

employers do not request payroll changes through email alone
vendors do not accept bank detail changes through ad hoc messages

These norms should be communicated repeatedly and embedded into products.

A norm that exists only in a policy document will not reach users.

5.6.3 Community support and public digital literacy

Many victims seek help from friends, family, libraries, community centers, and
local organizations.

Resilience improves when these support networks have reliable guidance.
Public digital literacy should focus on process cues.

e verify through known channels
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e do not share one-time codes
e treat urgent payment requests as high risk
e pause before acting under pressure

The aim is not to teach people to judge writing style. The aim is to teach
verification habits that do not depend on perception.

Community support can also help with recovery steps that are difficult to
navigate, such as reclaiming email accounts and cleaning device settings. A
resilient society supports these steps as part of basic digital safety.

5.6.4 Reducing shame and increasing reporting
Underreporting is common. Shame is a driver.

When victims believe they will be blamed, they delay reporting. Delay increases
loss and increases spread.

Institutions and public messages should therefore frame reporting as normal and
encouraged.

Support scripts should avoid blame language. Workplace programs should treat
reporting as responsible.

Resilience improves when reporting is early.

5.6.5 Insurance, risk pooling, and the danger of moral hazard

As identity abuse grows, insurance products and reimbursement programs
become more common. Risk pooling can reduce individual harm, but it can also
create moral hazard if it reduces incentives to improve controls.

A resilient approach uses reimbursement rules that reward safe design.

e institutions that use safer sign-in and safer recovery should face lower
loss and lower premiums
e institutions that rely on weak channels should face higher cost
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This aligns incentives.
Insurance also intersects with privacy.

A system that requires continuous surveillance to qualify for coverage can
create new harms. Resilience policy should aim to reduce harm without forcing
widespread tracking.

5.6.6 Children, older adults, and targeted populations
Identity abuse targets different populations in different ways.
Children can be targeted through identity creation and long-term credit abuse.

Older adults can be targeted through voice-based and trust-based scams, and the
harm can include loss of retirement funds and social isolation.

Migrant populations and low-income populations can face higher harm because
resolution processes require time and stable documentation.

Resilience programs must therefore include tailored recovery supports and safe
default designs that do not assume high digital fluency.

5.7 Forward research agenda: recovery
infrastructure for a disputed-proof era

The hardest long-term challenge is building reliable re-issuance paths that do
not require centralized surveillance and that work even when phone and email
are compromised.

Several research directions stand out.

5.7.1 Portable recovery anchors without mass tracking

A recovery anchor is a means of proving legitimacy when common channels are
hostile.
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Current anchors often rely on:

e device ecosystem accounts
e phone numbers

e cmail accounts

e government documents

Each has failure modes.

Device ecosystem accounts create concentration risk.

Phone numbers are vulnerable to takeover.

Email accounts are a frequent initial compromise.

Documents can be stolen and forged.

A research direction is to build portable recovery anchors that are privacy-safe.
Examples include:

e device-bound credentials with backup methods that do not require
centralized biometric databases
selective disclosure of attributes for supervised recovery
trusted device continuity proofs that do not reveal identity attributes

The goal is not perfect certainty. The goal is a recovery path that is more
reliable than phone and email alone.

5.7.2 Interoperable re-issuance across services
In today’s ecosystem, recovery is fragmented. Each service has its own flow.
This fragmentation increases victim time burden and increases error.

Interoperable re-issuance aims to let a victim restore access across services
through a common set of safe steps.
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This is not a call for a single identity database. It is a call for common recovery
patterns.

Common patterns can include:

revocation and re-enrollment flows that are consistent

safe-state modes that exist across services

supervised resolution pathways that are available for high-risk cases
clear handoffs between telecom, email providers, and financial
institutions

This agenda requires governance and technical coordination, but its value is
direct: lower victim burden and lower repeat harm.

5.7.3 Coercion, assisted fraud, and the limits of “user consent”
A growing challenge is coercion and assisted fraud.

A user may be pressured to approve a transfer. A user may be guided step-by-
step by a scammer on the phone.

From a system standpoint, the user appears to consent.

Research is needed on how to detect coercion risk without intrusive
surveillance.

Possible signals include:

e unusual call patterns before a transfer
n- rapid step-by-step behavior that resembles scripted guidance
e sudden shift from normal device behavior to guided flows

Even with good detection, the key question becomes what action to take that
reduces harm while respecting user agency.

A promising direction is “soft friction™ at critical moments: warnings, pauses,
and confirmation prompts that require reading and that interrupt coaching.
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5.7.4 Recovery as a public safety capability

Email recovery, phone number recovery, and financial account restoration are
now basic functions of participation in modern society.

If recovery remains inconsistent and slow, identity abuse becomes a chronic tax
on citizens.

A research direction is to treat recovery as a public safety capability.
That implies:

better standards for recovery timelines

clearer safe communication norms

stronger coordination mechanisms for cross-sector incidents
public-facing tools that help victims contain cascades

The goal is measurable reduction in time burden and repeat harm.

5.8 Key takeaways

In 2026, recovery is not an afterthought. It is a core part of identity security.

Impersonation is easier. Evidence is easier to contest. Compromise often
spreads across channels. The result is that prevention alone cannot carry the
burden.

Victim-centered remediation begins with rapid containment and protection of
identity roots. It requires reclaiming email and phone access and shifting
recovery away from compromised channels. It includes financial repair, credit
rehabilitation, reputational repair, and measures that reduce repeat targeting.

Institutional resilience requires safe-state controls, strong evidence handling,
support scripts that avoid unsafe verification, consistent dispute standards, and
learning loops that turn incidents into control improvements.
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Societal resilience requires coordination across telecom, platforms, employers,
finance, and public services. It requires default-safe communication norms and
public literacy that emphasizes verification habits rather than style judgments.

The central claim of this chapter is practical: a recovery program that is fast,
safe, and fair reduces harm directly and reduces future fraud volume indirectly.
When recovery is weak, victims suffer twice - once from the incident and again
from the system’s response. When recovery is strong, identity abuse becomes
less profitable and less life-disrupting, even when attacks produce convincing
voices, face

Conclusion

Identity theft in the age of Al is best understood as a contest over signal
integrity. The attacker’s target is not a legal identity in the abstract; it is a set of
checks that must be passed at the moment value can be extracted. When text,
voice, images, and documents become cheap to imitate, older shortcuts—
trusting a voice, trusting a face, trusting a polished message—Ilose their value as
controls. The result is a shift in both attacker practice and defender
responsibility.

What has changed

Several changes emerge from the analysis across the chapters.
First, persuasion now scales.

Many fraud chains have always involved social pressure. The difference in 2026
is that the marginal cost of producing persuasive content has fallen. An attacker
can generate many variants, adapt quickly during conversation, and maintain
consistent personas across channels. This increases the rate of high-quality
attempts against both consumers and organizations.

Second, the weakest link often sits outside the main path.
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Organizations invest in front-door sign-in but leave side doors open: recovery
flows, support overrides, and exception handling. Attackers learn these paths
because they are less controlled and more human-mediated.

Third, compromise spreads across domains.

Email and phone numbers act as recovery roots. A compromise of one often
becomes a compromise of many. Recovery that depends on the compromised
channel can trap victims in a loop where the attacker remains present.

Fourth, disputes become harder.

A victim can present plausible artifacts that were manufactured. A perpetrator
can deny real evidence by claiming it was generated. In that environment,
internal records and policy-bound logs become more important than
screenshots. Institutions that cannot explain their own decisions will struggle to
resolve disputes fairly.

What works

The remedies in this paper share a common approach: replace perception-based
trust with binding, and replace ad hoc decisions with constrained workflows.

Binding begins with sign-in.

Public-key credentials and device-bound methods reduce the value of stolen
secrets. They do not eliminate takeover, but they change attacker economics by
removing the easiest artifact to steal and replay.

Binding extends to sessions and actions.

Session continuity, device signals, and step-up checks linked to risk reduce
silent takeovers. Transaction-bound confirmations that show what is being
approved reduce blind approvals. Waiting periods after recovery and limits on
first-time payout routes reduce the value of fast cash-out.

Binding is only as strong as recovery.
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Recovery must be designed as re-issuance: establish legitimate control through
pre-registered anchors or supervised proof, revoke attacker sessions and
endpoints, then issue new credentials and new recovery factors. Recovery that
reuses compromised phone numbers or compromised inboxes is not recovery; it
is a second failure.

Proofing must address capture integrity, not only matching scores.

Remote proofing fails when it assumes that “‘camera input equals camera
reality.” Replay and injection attempts attack that assumption. A strong
proofing program treats capture as a controlled pipeline, binds sessions to
devices, detects reuse across accounts, and stages privileges for newly verified
accounts.

Detection must favor signals that remain costly to fake.

Content cues are weak. Signals tied to device integrity, session continuity,

infrastructure patterns, and workflow exceptions remain useful. Detection

should be joined to action policy so that mistakes do not create irreversible
harm.

Organizational controls block cash-out even when impersonation succeeds.

Dual approval, separation of duties, known-channel verification for payee
changes, and safe-state modes reduce damage. They also reduce reliance on
individuals making perfect judgments under pressure.

Governance is not separate from security
The paper treats governance as part of trust infrastructure.

Traceability requirements force systems to record what signals were used, what
policy applied, and who approved actions. This supports audits and disputes, but
it also supports internal learning. Vendor oversight requirements force
deployers to demand versioning, logs, and testing rights. Incident reporting and
structured post-incident review turn failures into improvement.



. ®
’ Blockchain Trusted by 60,000+

Council Al Blockchain & Web3

www.blockchain-council.org Professionals Worldwide

Governance also constrains overreaction.

Fraud pressure can drive blanket friction that excludes legitimate users. A
modern governance posture requires measured impact: false locks,
abandonment during verification, time to restore access, and appeal outcomes.
These measures make exclusion visible and correctable.

Recovery and resilience are the missing half

If prevention reduces probability, recovery reduces harm and resilience reduces
repeat harm.

A mature program does not stop at blocking attempts. It measures and improves
the victim path.

time to reach a safe state where further loss is unlikely
time to restore access to essential functions

number of contacts required for resolution

repeat incidents after recovery

Resilience also requires cross-sector coordination.

The same incident can touch telecom, email, platforms, employers, and finance.
Without coordination, victims do the linking work alone, at high personal cost.

A resilience agenda therefore includes safe communication norms, better
recovery pathways for email and phone, clearer takedown processes for
impersonation, and common patterns for re-issuance that do not depend on
fragile channels.

A final synthesis

The age of Al does not abolish identity; it changes the cost of imitation and the
speed of adaptation. The defense response should be equally practical.

Trust must move away from appearance. High-impact actions must be bound to
strong credentials, dependable devices, and constrained workflows. Recovery
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must be designed to work when email and phone are hostile. Governance must
produce decisions that can be explained and corrected, without turning security
into blanket exclusion.

When these elements are in place, identity theft becomes harder to scale and
less profitable, and the harm that does occur becomes shorter, more containable,
and less life-disrupting. That is the standard a 2026 identity system must meet:
not perfect prevention, but bounded harm, fast restoration, and a steady decline
in repeat victimization.



